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SECURING THE NATION’S RAIL AND TRANSIT SYSTEMS,
PART 1

WITNESSES

JOHN SAMMON, ASSISTANT ADMINISTRATOR FOR TRANSPORTATION
SECTOR NETWORK MANAGEMENT, TRANSPORTATION SECURITY AD-
MINISTRATION

W. ROSS ASHLEY, ASSISTANT ADMINISTRATOR OF GRANT PROGRAMS,
FEDERAL EMERGENCY MANAGEMENT AGENCY

BILL MORANGE, DEPUTY EXECUTIVE DIRECTOR AND DIRECTOR OF
SECURITY, NEW YORK METROPOLITAN TRANSPORTATION AUTHOR-
ITY

JACK ECKLES, DEPUTY EXECUTIVE OFFICER FOR SYSTEM SAFETY
AND SECURITY, LOS ANGELES COUNTY METROPOLITAN TRANSPOR-
TATION AUTHORITY

OPENING STATEMENT OF CHAIRMAN PRICE

Mr. PRrICE. Good morning. The subcommittee will come to order.
Today’s hearing will focus on how well security programs have
been operating in the rail and transit arena and how effectively
Federal dollars have been spent to protect the users of these sys-
tems from any incidents. These efforts are jointly run by the Trans-
portation Security Administration, which is in charge of surface
transportation security efforts, and the Federal Emergency Man-
agement Agency, FEMA, which is responsible for distributing
grants annually to rail and transit systems to strengthen the secu-
rity efforts.

I am including funds here contained in the recently enacted eco-
nomic recovery package. To date rail and transit entities have re-
ceived a total of $1.67 billion in grants for security enhancements,
including infrastructure protection, deterrence, facility hardening,
and employee training.

Worldwide the most common transportation terrorist targets
have been rail and transit systems. We have been lucky in the
United States, but others have not been so fortunate. The attacks
in Madrid, London, Mumbai all come to mind when we discuss rail
and transit security.

More recently, on January 24th, the Indian Army recovered two
powerful bombs near a railway station in the state of Assam. The
bombs were discovered just 2 days before India’s Republic Day cele-
bration. As a result the Assam government suspended night train
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operations until after the holiday out of concern for possible sabo-
tage attempts.

In addition, in Pakistan on February 7th bus drivers began re-
ceiving letters from the Taliban threatening attacks by suicide
bombers if Western devices such as audio and video equipment
were not removed.

Finally, on February 18th, in our own country, in my own State
of North Carolina, we had a bomb scare on Amtrak, February 18th.
After dogs inspected the train for about 4 hours, the train was
cleared to move ahead.

While we have thus far been spared the type of violent attacks
that occurred elsewhere, we must be ever vigilant in our efforts to
prevent incidents from occurring in this country.

Based on the Homeland Security Department’s first Federal
valuation of mass transit security, however, transit and rail secu-
rity efforts are not as vigorous as they should be. The report
showed that 77 percent of the Nation’s largest rail and bus systems
are not meeting Homeland Security guidelines. By contrast, 96 per-
cent of the airlines are complying with security requirement. This
isn’t surprising given that when the Transportation Security Ad-
ministration was created in 2001 it was tasked first of all with fed-
eralizing aviation security. Since that time aviation security has re-
ceived the preponderance of Federal funding and attention. In com-
parison, other modes of transportation security such as rail and
transit have remained under the purview of local communities in
the private sector, receiving yearly grant funds to address their
highest security risks.

During Secretary Napolitano’s confirmation hearing, she an-
nounced that she would focus on surface transportation security be-
cause, as she said, we have done an awful lot in the aviation world.
Secretary Napolitano followed this up with the secretarial directive
asking T'SA to review the current strategies, plans and programs
for security of the air, surface and maritime transportation sectors,
to include a side-by-side comparison of the threat environment re-
sources and personnel devoted to each transportation sector.

The budget blueprint we received just 2 weeks ago places a re-
newed emphasis on transportation systems. It is my hope that
today we can discuss how TSA and FEMA through its grants plan
to focus on rail and transit security, including what efforts the De-
partment and the largest rail and transit entities are undertaking
to improve the poor assessments that they have received.

We have a distinguished panel before us to discuss the security
threats, vulnerabilities, and needs of our Nation’s rail and transit
systems. The panel consists of Mr. John Sammon, TSA’s Assistant
Administrator of Transportation Sector Network Management; Mr.
Ross Ashley, the Assistant Administrator for Grants of the Federal
Emergency Management Agency; Mr. William Morange, Deputy
Executive Director and Director of Security, New York Metropoli-
tan Transportation Authority; and Mr. Jack Eckles, the Deputy Ex-
ecutive Officer, System Safety, Security and Law Enforcement, Los
Angeles County Metropolitan Transportation Authority. We wel-
come all of you and look forward to your participation here today.

I will ask Mr. Sammon to begin, followed by Mr. Ashley, Mr.
Morange, and finally Mr. Eckles. If each of you could summarize
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your statement in 5 minutes, your full written statement will be
entered into the record and after all of you have concluded we will
proceed with questions. Let me turn now to our distinguished rank-
ing member, Harold Rogers, for his opening comments.

[The information follows:]
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Good moming. Today’s hearing will focus on how well security programs have been
operating in the rail and transit arena and how effectively federal dollars have been spent to
protect the users of these systems from any incidents. These efforts are jointly run by the
Transportation Security Administration, which is in charge of surface transportation security
efforts, and the Federal Emergency Management Agency, which is responsible for distributing
grants annually to rail and transit systems to strengthen their security efforts. To date, including
funds contained in the recently enacted economic recovery package, rail and transit entities have
received a total of $1.67 billion in grants for security enhancements, including infrastructure

protection, deterrence, facility hardening, and employee training.

Worldwide, the most common transportation terrorist targets have been rail and transit
systems. While we have been lucky in the United States, others have not been so fortunate. The
attacks in Madrid, London, and Mumbai all come to mind when we discuss rail and transit
security. More recently, on January 24, the Indian Army recovered two powerful bombs near a
railway station in the state of Assam. The bombs were discovered just two days before India’s
Republic Day celebration. As a result, the Assam government suspended night train operations
until after the holiday out of concern for possible sabotage attempts. In addition, in Pakistan on
February 7™, bus drivers began receiving letters from the Taliban threatening attacks by suicide

bombers if western devices, such as audio and video equipment, were not removed. Finally, on
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February 18% my own state of North Carolina had a bomb scare on Amtrak, but after dogs

inspected the train for about four hours, the train was cleared.

While we have thus far been spared the type of violent attacks that have occurred
elsewhere, we must be ever vigilant in our efforts to prevent incidents from occurring here.
However, based on the Department of Homeland Security’s first federal evaluation of mass
transit security, transit and rail security efforts are not as vigorous as they should be. This report
showed that 77 percent of the nation's largest rail and bus systems aren't meeting Homeland
Security guidelines. By contrast, 96 percent of the airlines are complying with security
requirements. This is not surprising, given that when the Transportation Security Administration
was created in 2001, it was tasked with federalizing aviation security. Since that time, aviation
security has received the preponderance of federal funding and attention. In comparison, other
modes of transportation security, such as rail and transit, have remained under the purview of the
local communities and the private sector, receiving yearly grant funds to address their highest

security risks.

During Secretary Napolitano’s confirmation hearing, she announced that she would focus
on surface transportation security because “we have done an awful lot in the aviation world.”
Secretary Napolitano followed this up with a Secretarial directive asking TSA to review “the
current strategies, plans and programs for security of the air, surface, and maritime transportation
sectors, to include a side by side comparison of the threat environment, resources and personnel
devoted to each transportation sector.” The budget blueprint we received just two weeks ago
places a renewed emphasis on transportation systems. It is my hope that today, we can discuss
how TSA, and FEMA through its grants, plan to focus on rail and transit security, including what
efforts the Department and the largest rail and transit entities are undertaking to improve the poor

assessments they received.

We have a distinguished panel before us to discuss the security threats, vulnerabilities,
and needs of our nation’s rail and transit systems. The panel consists of Mr. John Sammon, TSA
Assistant Administrator of Transportation Sector Network Management; Mr. Ross Ashley,

Assistant Administrator for Grants of the Federal Emergency Management Agency; Mr. William
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Morange, Deputy Executive Director and Director of Security, New York Metropolitan
Transportation Authority; and Mr. Jack Eckles, Deputy Executive Officer, System Safety and
Security, Los Angeles County Metropolitan Transportation Authority. I welcome you all and
appreciate your participation here today. I will ask Mr. Sammon to begin, followed by Mr.
Ashley, Mr. Morange, and finally Mr. Eckles. If each of you could summarize your statement in
five minutes, your full written statement will be entered into the record. After all of you have

concluded, we will proceed with questions.

But first I would like to recognize Ranking Member Rogers for an opening statement.

H#H##
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OPENING STATEMENT OF RANKING MEMBER ROGERS

Mr. ROGERS. Thank you, Mr. Chairman, and welcome to our
guests today.

Recent well-coordinated attacks on rail and mass transit systems
are a sobering reminder that our homeland security priorities are
vast and continually changing. The terrorist strikes on the Madrid
system in 2004, London in 2005, and the recent events in Mumbai
all raise the question of whether we are effectively addressing
vulnerabilities within our own rail and transit systems here at
home, particularly at a time when public transportation ridership
has risen to its highest level in 52 years.

DHS has initiated a number of programs over the last 6 years
to strengthen security measures within the various surface trans-
portation modes. Given the complexity of ownership and variety of
systems and authorities involved it is no easy task, but it is a chal-
lenge that I believe can be overcome through careful coordination,
analysis, and strategic planning. DHS has many tools at its dis-
posal, and we must utilize them effectively.

First and foremost, more than $1.5 billion have been provided for
rail and transit grants since 9/11. However, only a paltry 12.6 per-
cent of that money has actually been spent, leaving $1.3 billion lan-
guishing in the coffer. That is unacceptable, but unfortunately
nothing new to this subcommittee. Billions upon billions in first re-
sponder and other DHS grants are left by the wayside every year.
While I certainly see the value of providing this assistance to our
State and local partners, I have got to question its impact if they
are not put towards their intended purpose.

With only a small fraction of grant funding having been spent,
I have serious concerns about whether we have made any measur-
able dent in the security risks of our transit systems. The tax-
payers deserve to know what we are buying and for what purpose
we are buying.

Second, TSA’s increasing deployments of Visual Intermodal Pre-
vention and Response Teams, VIPeR, to mass transit stations ap-
pears to be a promising sign. It is my hope that these teams of law
enforcement agents and canine teams are deterring those who
would target rail and mass transit stations. TSA also appears to
be honing in on the threat to rail shipments of hazardous materials
with the issuance of new, improved regulations, most notably to es-
tablish a chain of custody for such materials. Again these are good
signs, but are these efforts being coordinated with approved secu-
r}ilty plans as well as the available grant funding. We want to know
that.

Third, the resource that pulls all this together is the TSA surface
transportation inspectors. Their recent assessment of the Nation’s
largest transit systems reveal that only 23 percent demonstrated
satisfactory security mechanisms and processes. That tells me that
there are big gaps to fill that we are not addressing with either the
grants or the VIPeR teams.

While it is evident that securing these transportation modes is
extremely challenging, there must be effective ways to provide suf-
ficient security without unduly hindering the free flow of pas-
sengers and commerce.
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To help us address this issue we have with us some very experi-
enced professionals from two of the Nation’s largest transit sys-
tems. Gentlemen, we thank you for being here. We look forward to
hearing your thoughts and ideas and hopefully some suggestions
that we can take seriously.

I also look forward to hearing from Mr. Sammon of TSA, Mr.
Ashley of FEMA on how DHS is working with its State and local
partners to better secure the transit systems that on average make
more than 27 million passenger trips a day across our great Na-
tion.

Thank you, Mr. Chairman. I look forward to today’s discussions.

[The information follows:]
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Thank you, Mr. Chairman, and welcome to our distinguished guests.

Recent, well-coordinated attacks on rail and mass transit systems are a sobering
reminder that our homeland security priorities are vast and continually changing. The
terrorist strikes on the Madrid train system in 2004, the attack on the London transit
system in 20085, and the recent incidents in Mumbai all raise the question of whether we
are effectively addressing vulnerabilities within our own rail and transit systems here at
home -- particularly at a time when public transportation ridership has risen to its highest

level in 52 years.

DHS has initiated a number of programs over the last six years to strengthen
security measures within the various surface transportation modes. Given the complexity
of ownership, and variety of systems and authorities involved, it is no easy task -- but it is
a challenge that I believe can be overcome through careful coordination, analysis and
strategic planning. DHS has many tools at its disposal, and we must utilize them

effectively.

First and foremost, more than $1.5 billion has been provided for rail and transit

grants since 9/11. However, only a paltry 12.6 percent has actually been spent — leaving
some $1.3 billion languishing in the coffer. This is unacceptable, but unfortunately, is
nothing new to this Subcommittee. Billions upon billions in first responder and other
DHS grants are left by the wayside every year. And while I certainly see the value of
providing this assistance to our State and local partners, I have to question its impact if
they’re not being put towards their intended purpose. With only a small fraction of grant
funding having been spent, I have serious concerns about whether we’ve made any

measurable dent in the security risks our transit systems face. The taxpayer deserves to

know what we’re buying and for what purpose.

Second, TSA’s increasing deployments of Visual Intermodal Prevention and

Response teams ~ or VIPR teams ~ to mass transit stations appears to be a promising sign.
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It is my hope that these teams of law enforcement agents and canine teams are deterring
those who would target rail and mass transit stations. TSA also appears to be honing in on
the threat to rail shipments of hazardous materials with the issuance of new, improved
regulations -- most notably, to establish a chain of custody for such materials. Again, these
are good signs, but how are these efforts being coordinated with approved security plans as

well as the available grant funding?

Third, the resource that pulls all this together is the TSA surface transportation
inspectors. Their recent assessment of the nation’s largest transit systems revealed that
only 23% demonstrated satisfactory security mechanisms and processes. That tells me that
there are big gaps to fill that we are not addressing with either the grants or the VIPR

teams.

While it’s evident that securing these transportation modes is extremely challenging,
there must be effective ways to provide sufficient security without unduly hindering the

free flow of passengers and commerce.

To help us address this issue, we have with us some very experienced professionals
from two of the Nation’s largest transit systems-—gentlemen, we thank you for being here

and I look forward to hearing your thoughts.
1 also look forward to hearing from Mr. Sammon of TSA and Mr. Ashley of FEMA
on how DHS is working with its State and local partners to better secure the transit

systems that, on average, make more than 27 million passenger trips a day across our great

Nation.

Thank you, Mr. Chairman. I look forward to today’s discussion.

HiH
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Mr. PrICE. Thank you. Mr. Sammon, please proceed.

OPENING STATEMENT OF JOHN SAMMON

Mr. SAMMON. Thank you. Good morning, Chairman Price, Rank-
ing Member Rogers, distinguished members of the subcommittee,
and my colleagues from FEMA, New York, and Los Angeles. I am
pleased to be here today to discuss progress by the Transportation
Security Administration on rail and mass transit security grant
programs.

The transit grant program is an important part of TSA’s Intel
driven, risk-based, counterterrorism transit security strategy.
TSA’s counterterrorism transit strategy is focused on making high
risk transit systems less attractive targets and more secure, less
attractive through forward leaning visible deterrents such as VI-
PeRs, canines, mobile screening, security surges, trained front line
employees and an aware public and behavioral detection capabili-
ties, more secure through intrusion and anomaly detection, access
control, and facility hardening.

TSA’s transit strategy begins with active security partner en-
gagement. Peer advisers, two-way communication, best practice
and intelligence sharing, followed by continuous improvement and,
finally, risk based allocation of grant funding.

TSA’s grant strategy begins with a regional focus. We believe
that effective transit security requires an overall regional level of
security. Manhattan cannot be protected if potential terrorists have
free access to transit systems in New Jersey. The grant process in
the past had mostly to do with dividing up the pie and individual
agencies selecting projects that they separately deemed appro-
priate. TSA has shaped the process to begin with intelligence in-
sights, focused resources on high risk agencies, give priority to low
cost, high return security measures and use regional transit secu-
rity working groups to identify, discuss and determine regional pri-
orities.

Security partner input has helped shape this process in many
important ways. Two weeks after I started my job at TSA in the
summer of 2006, I went to New York to meet Bill Morange and his
staff for his transit security insights. Bill stressed the training,
drills, canine teams and mobile bag screening were common prac-
tices on the MTA. The same month I traveled to Houston to ask
Chief Tom Lambert how we might set up a transit advisory group
for TSA composed of key transit law enforcement chiefs. He said,
hire somebody who has walked in our shoes to lead the transit ef-
fort, and we did. We hired Paul Lennon, Jack Eckles’ predecessor
in Los Angeles, as the general manager of transit. Paul is right
over here in the corner. We also hired Sonia Proctor, former chief
with Amtrak and we also hired Fred Godeen, Vice President, Safe-
ty and Risk Management, from Washington Metro.

Subsequent conversations with Chief Lambert created a way to
streamline training grants to encourage more transit agencies to
release front line employees for training classes. New Jersey Tran-
sit approved champion getting behavioral assessment training on a
DHS approved list for transit officers. The Los Angeles Sheriff’s
Department fostered a regional versus agency view of transit secu-
rity priorities. Chief John O’Connor from Amtrak developed the op-
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erating agreement protocols to allow increased Federal and local
VIPeR coordination exercises. Executive Director Bill Morange and
Chief Jim Hall from New York and Chief Dan Finkelstein of Los
Angeles are among the fine group of law enforcement chiefs advis-
ing TSA on a regular basis.

In summary, TSA’s transit strategy evolves through and is better
from constant interaction with our security partners and advisers.
It is designed to make terrorist attack planning more difficult and
the targets less attractive, and it is designed to make the facilities
and systems more secure. Transit grants are an important part of
that strategy. The grant process is an important tool to support a
transit security strategy, and all of us at DHS want it to be as suc-
cessful as possible. We look forward to working with our partners
at FEMA to award the additional grant funds provided in the Re-
covery Act as expeditiously as possible to put more Americans to
work securing our transit systems and to make this grant process
as streamlined and as effective for security as we can.

. Thank you, and I will be happy to answer any questions you may
ave.

[The statement of Mr. Sammon follows:]
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UNITES STATES HOUSE OF REPRESENTATIVES

MARCH 12, 2009

Good morning Chairman Price, Ranking Member Rogers, and distinguished members of the
Subcommittee. Thank you for the opportunity to appear today to provide an update on the
Transportation Security Administration’s (TSA) efforts to improve surface transportation
security through the public transportation (Transit) and freight railroad (Rail) grant program
jointly administered and implemented with the Federal Emergency Management Agency
(FEMA). Iam pleased to be here today with my colleague, W. Ross Ashley, 111, the Assistant
Administrator for FEMA’s Grant Programs Directorate; and representatives from two of our
industry partners, Jack Eckles, Deputy Executive Officer, System Safety and Security, Los
Angeles County Metropolitan Transportation Authority; and Bill Morange, Deputy Executive
Director and Director of Security, New York Metropolitan Transportation Authority NYMTA).

T would like to begin by thanking the members of the Subcommittee for your support of the
initiatives of TSA and our stakeholders to improve Transit and Rail security. 1 especially want to
thank the Subcommittee for the supplemental funding provided in the American Recovery and
Reinvestment Act of 2009, P.L. 111-5 (Recovery Act), and the level of funding in the
Consolidated Security, Disaster Assistance, and Continuing Appropriations Act, 2009, P.L, 110-
329 (FY09 Consolidated Act) for grant awards for FEMA. These two Acts provide critical
funding to our industry partners and enhance TSA’s ability to coordinate strategic security
efforts to address ongoing and emerging threats. TSA will be working expeditiously with FEMA
and the eligible entities to award the additional funding in the Recovery Act to improve security
while generating an economic benefit in the local area. We also look forward to working with
our partners at the Department of Transportation to expedite the award of Recovery Act grant
funding for Amtrak.

Transit Security Strategy

TSA’s security strategy for Transit and all modes of transportation involves a risk-based
approach that is flexible and capable of responding to evolving threats. We analyze intelligence
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on a daily basis to ensure our strategy is focused on the most serious threats and to assist our
stakeholders in implementing appropriate security measures in a cost-effective manner. We
recognize that we cannot protect every person or all property against every possible threat to a
system. Given the nature of the threats to Transit, we must manage risk consistent with what we
understand of the threats, vulnerabilities, and consequences. We prioritize our resources to
protect against the high-threat, high-consequence events.

The Transit grant program is an important part of TSA’s security strategy. The grant program
enhances our ability to focus on making high-risk Transit systems less attractive as targets and
more secure for the traveling public. The grant program directly funds a host of critical security
measures such as the forward-leaning deployment of visible deterrence--Visible Intermodal
Protection and Response (VIPR) teams, explosives detection canine (Canine) teams, and trained
individuals and equipment to conduct mobile screening of passengers and security surges. The
grant program funds security training for front-line employees and law enforcement and public
awareness campaigns to engage the public as force multipliers, important measures required by
the Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-53 (9/11
Act). With other offices within the Department of Homeland Security (DHS), we collectively
worked to tailor a behavior awareness, recognition, and detection training program for law
enforcement officers protecting Transit systems. On a more permanent basis, the grant program
makes Transit systems more secure by expanding the deployment of surveillance, monitoring,
and detection technologies to improve intrusion and anomaly detection; strengthen access control
measures; and otherwise add layers to harden facility security.

The success of our Transit security strategy begins with active stakeholder engagement. Because
Transit systems operate in a much more open environment than commercial aviation, our success
relies even more on the efforts and commitment of our stakeholders. We engage and
communicate with Transit stakeholders on a regular basis through the Transit Policing and
Security Peer Advisory Group, the Transit Government Coordinating Council, and the Transit
Sector Coordinating Council. On a more informal basis, we actively encourage two-way
communication between TSA and stakeholders. Through the Baseline Assessment and Security
Enhancement (BASE) program, TSA compiled 535 Smart Security Practices to be shared
throughout the Transit sector. The Smart Security Practices contain contact information for an
official in the source agency that professional colleagues may consult for more information.
Perhaps our most important exchanges with stakeholders involve ongoing classified threat and
analysis briefings and the timely distribution of security information products and
recommendations through the Mass Transit Security Information Network. Combined with the
daily assessment work by TSA’s Surface Transportation Security Inspectors, these efforts are
continuously improving Transit security and the risk-based allocation of grant funding.

Regional Focus

Today the Transit grant program focuses on strengthening security on a regional basis, TSA
believes that effective Transit security requires overall deterrence on a regional level. For
example, Manhattan cannot be protected if potential terrorists have free access to a connecting
Transit system in New Jersey. In the past, the grant process has awarded portions of the
available funding to individual agencies, often in interconnected Transit systems, with the
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agencies spending the funding as they separately deemed appropriate and not always with a full
analysis of how the spending may or may not have improved security for the larger,
interconnected Transit system.

The Transit grant program is now structured to reflect this regional approach by designating
Transit regions in two separate groups based on risk. The highest risk Transit regions, comprised
of the eight largest Transit systems of Atlanta, Boston, Chicago, Loos Angeles, the National
Capital Region, New York, Philadelphia, and the San Francisco Bay area, are designated as Tier
I regions. In each Tier I region, DHS meets with a Regional Transit Security Working Group
{(RTSWG) to establish a Cooperative Agreement that identifies projects with the greatest security
impact based on regional priorities. Tier Il regions consist of other large urban areas and for
these, DHS awards grants on a competitive basis considering the security impact of risk
reduction projects.

TSA has shaped the grant process to begin with analysis of applicable intelligence. On a global
scale, terrorists have successfully targeted trains, stations, and buses. There have been numerous
credible threats to Transit systems in the United States. We focus resources on high-risk Transit
agencies—those systems having dense passenger loads in confined areas, often involving
underground locations, and where there is a history of a credible threat.

TSA gives priority to those projects with security measures that are low-cost yet highly effective,
such as security training for front-line employees, security drills and exercises, deployment of
Canine teams, mobile screening operations, security surge operations, intrusion detection
technology, and access control measures. We collaborate with each RTSWG to identify,
consider, and determine the grant submissions in their respective region.

Stakeholder Input

Our engagement with stakeholders is more than a process. Stakeholder input is truly valued and
has shaped this process in many important ways. For example, two weeks after I accepted my
position at TSA in the summer of 2006, I went to New York to meet with Bill Morange and his
staff to ask for his Transit security insights. Chief Morange stressed that training, drills, Canine
teams, and mobile bag screening were common practices of NYMTA and the New York Police
Department. That same month, ! traveled to Houston to ask Chief Tom Lambert how we might
set up a Transit advisory group for TSA composed of key Transit security chiefs. Chief Lambert
encouraged the TSA to hire someone who has “walked in [Transit agency] shoes” to lead the
TSA Transit organization--and we did. We held subsequent discussions with Chief Lambert on
how to streamline and structure the training grants to encourage more Transit agencies to release
front-line employees for training classes. There are many more examples. Chief Joe Bober of
New Jersey Transit advocated the approval of behavioral assessment training by DHS for Transit
officers, and Chief John O’Connor from Amtrak worked with us in developing the operations
protocols to allow increased Federal and local VIPR coordination and exercises.

(93



17

Rail Security Strategy

Although Rail grants are a more recent addition to the grant program and are not awarded at the
same funding level as Transit grants, the Rail grants are an important component of TSA’s Rail
security strategy. The principle element of TSA’s Rail security strategy is to reduce the risk of
Toxic Inhalation Hazard (TTH) chemicals in high threat urban areas. TSA works in close
cooperation with the Rail industry to measure risk as a function of unattended standing TIH rail
car time in high-threat urban areas. We track every TIH rail car using the Rail industry’s
Automatic Car Identification readers. These readers are accurate for mainline movements, but
are less accurate in complex urban areas. The Rail grant program prioritizes awards to
compensate TIH tank car owners and lessors for installing Global Positioning Satellite (GPS)
devices on their tank cars, The GPS devices will ensure awareness of the location of the highest
risk shipments and enable appropriate security response as such shipments move into or through
high consequence urban areas. Security grants will also fund the delivery of security awareness
and emergency response training for front-line employees, conduct vulnerability assessments,
and develop security plans.

9/11 Act Implementation

I would also like to thank the Subcommittee for your support in providing additional funding to
TSA for fiscal years (FY) 2008 and 2009 for the implementation of new regulations and
activities authorized by the 9/11 Act. As set forth in the FY2009 TSA Spend Plan for 9/11 Act
implementation, which TSA recently submitted to the Subcommittee, the funding will enable
TSA to increase our security efforts in many critical areas. We are conducting additional
vulnerability assessments for high-risk Transit, Rail, and over-the-road bus operators, expanding
the Intermodal Security Training and Exercise Program, developing a transportation security
Information Sharing & Analysis Center, hiring an additional 50 Surface Transportation Security
Inspectors (STSI), and implementing other important activities.

The 9/11 Act, as this Subcommittee is well aware, directed TSA to implement over 100
programs, rulemaking actions, and activities relating to Transit and Rail security. We continue
to make significant progress and we are pleased to report that many of the requirements from the
9/11 Act have been completed. Among those completed actions, I would like to highlight a few
to illustrate our progress:

¢ expanded the existing security grant program for Transit to include Rail and other
eligible entities;

s published an interim final rule covering the process for handling false statements made
relating to security background check requirements for Transit and Rail workers;

s issued guidance to Transit and Rail operators for conducting voluntary security
background checks;

» established and adopted security improvement priorities for Transit; and

* completed updates to Transit security assessments with assessments conducted by
STSIs.
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TSA is proceeding with implementing the remaining requirements of the 9/11 Act to further
enhance surface transportation security. Although some of our ongoing rulemaking efforts have
not been completed by the dates established in the 9/11 Act, we are taking action to accomplish
some of the same goals through other efforts. For example, TSA developed and implemented a
focused security training initiative under the grant program to encourage and expand the
availability of the training to front-line workers. DHS revised the eligible costs under the grant
program to allow coverage of overtime expenses and streamlined the application process to
expedite awards for training. As a result, we have greatly expanded the availability of security
training to Transit and Rail workers while we proceed with the formal rulemaking process.
Through our ongoing efforts, including efficient use of our resources within our base funding,
and your support, we are confident we will continue to enhance security for Transit and Rail, as
well as the other modes of transportation.

Conclusion

TSA’s Transit and Rail security strategy evolves through, and is improved by, constant
interaction with our stakeholders. Our strategy is designed to make terrorist attack planning
more difficult and less attractive by making the facilities and systems more secure. The grant
program is an important tool in implementing our security strategy. We strive to conduct the
process in a transparent manner by making the grant guidance, security project priorities, the
process for allocating the money available, and other related information publicly available on
the TSA website. We look forward to working with our partners at FEMA to make this grant
process as streamlined, effective, and successful as possible. Mr. Chairman, thank you again for
this opportunity and [ will be happy to respond to your questions.
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John P, Sammon

Assistant Administrator for Transportation Sector Network Management

As the assigtant administrator for Transportation Sector Network Management, John P. Sammon leads a
unified effort to protect and secure, through public-private networks, our nation’s intermodal transportation
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customer networks for railroads, motor carriers, ocean carriers, petrochemical manufacturers, and ports
and other public agencies.

Most recently, Sammon was the principal partner in a software venture, e-Carload. Before that, he spent
many years in the railroad industry, working for both Conrail and CSX, As senior vice president at C8X he
was. responsible for a $3.5 billion industrial products business unit with a staff of 500. Sammon has
exiensive experience with business development, operations and managing change.

Sammon has a Bachelor of Science in economics from Bucknell University and a Masters of Science in
economics from Texas A&M University.
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Mr. PrICE. Thank you, Mr. Sammon.
Mr. Ashley.

OPENING STATEMENT OF W. RoSs ASHLEY

Mr. ASHLEY. Good morning Chairman Price, Ranking Member
Rogers, and members of the Subcommittee. I am Ross Ashley. I
serve as the Assistant Administrator of the FEMA Grant Programs
Directorate. Thank you all for the opportunity to appear before you
today to discuss our efforts to secure our Nation’s transit systems.

As you know, FEMA is the Department of Homeland Security’s
lead agency assisting State, local and tribal jurisdictions and re-
gional authorities to prepare, respond to, and recover from natural
disasters, terrorist acts, and other catastrophic events.

As part of that mission the Grant Programs Directorate in part-
nership with TSA administers a number of programs designed to
enhance the security of surface transportation systems throughout
the country. One such program is the Transit Security Grant Pro-
gram, or TSGP. TSGP has evolved since its inception in 2005, and
I would like to highlight a couple of the process improvements that
have taken place. Let’s talk for a moment about the risk-based
process.

Practically 90 percent of the funds that have been mentioned
earlier today have been applied towards the top eight Tier 1 transit
systems in the country. This indicates the Department’s commit-
ment to provide necessary funding to those urban areas with the
greatest risk.

In order to truly identify those high risk transit systems over the
past few years, the Department has continued to make improve-
ments to the risk methodology that we use. Four years ago the De-
partment, for the first time, distributed transit security funds
using multiple risk factors. Each subsequent year the Department
has applied a more mature and consistent threat and risk analysis
in determining allocations for those later year funds. Also, we have
considerably improved our processes in terms of outreach which is
another successful component of the Transit Security Grant Pro-
gram. As you all have noticed in her recent action directives, one
such directive is related to engagement with our State, local and
private sector partners. The Secretary is fully committed to con-
ducting regular outreach with these partners. The owners and op-
erators of infrastructure are partners in this process and are vital
to the well-being in the States and the urban areas which they
serve. Thus, it is imperative for transit systems to be incorporated
into a regional preparedness planning effort and to have regional
strategies.

The Department believes that a regional approach is critical to
overall preparedness. These strategies are intended to integrate in-
dividual agencies’ needs into a regional perspective in order to
identify transportation security vulnerabilities, and to focus Fed-
eral, State, and local funding.

This year in fiscal year 2009, the Transit Security Grant Pro-
gram continues to build on the progress made in the past to insti-
tutionalize the risk-based regional approach used for the allocation
of transit security funding.
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One last successful component of this program is the Depart-
ment’s collaborative efforts which Mr. Sammon also mentioned ear-
lier. From the development of program guidance to the application
process, FEMA works and coordinates with numerous govern-
mental and nongovernmental entities to ensure an appropriate
level of subject matter expertise, and to solicit feedback from Fed-
eral, State, local and industry partners.

FEMA works with a number of DHS components, including T'SA,
the Office of Infrastructure Protection, the United States Coast
Guard and the Science and Technology Directorate, as well as the
Department of Transportation’s Federal Transportation Adminis-
tration and Federal Railroad Administration.

We have also worked closely with State and local transportation
officials from across the country, as well as industry groups, includ-
ing the Association of American Railroads and the American Public
Transportation Association.

Before I conclude my statement, I would like to take a moment
to illustrate how the successful evolution of this program through
the use of risk-based allocations, outreach and collaboration has
impacted real transit agencies and effectively mitigated existing
and future threats.

Transit agencies in Philadelphia in fiscal year 2007 used funds
on a regional project to create a transit specific intelligence anal-
ysis center. The center allows officials from Philadelphia and New
Jersey to share information and analyze potential threats, allowing
officials to take appropriate mitigation and prevention activities.

In fiscal year 2006, Portland’s Tri-Met system created and began
to administer an extensive front line employee training program.
Through this effort, Portland’s transit employees are trained on a
recurring basis on security and IED awareness and principles of
behavior assessment screening.

Most recently and very importantly, on November 23, 2008, TSA
informed FEMA that a potential threat was identified against New
York City’s subway system. New York requested financial assist-
ance for the rapid buildup of its police presence in the subway sys-
tem, including deployment of specialized teams. In less than two
hours the day before Thanksgiving, FEMA released over $23 mil-
lion in previously awarded fiscal year 2008 Transit Security Grant
Program funds for New York in support of this operational need.

Mr. Chairman and Members of the Subcommittee, this concludes
my testimony. Thank you and your staff for your support of
FEMA’s Grant Programs Directorate and the Department of Home-
land Security. I am happy to answer any questions you might have.

[The statement of Mr. Ashley follows:]
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Chairman Price, Ranking Member Rogers and Members of the Committee, my name is
Ross Ashley and I serve as Assistant Administrator of the Grant Programs Directorate
within the Department of Homeland Security’s Federal Emergency Management Agency.
I am pleased to appear before you today to discuss our efforts to secure our Nation’s

transit systems.

FEMA is the Department’s lead agency for preparing the Nation against terrorism,
natural and other hazards by assisting States, local and tribal jurisdictions, and regional
authorities to prepare, prevent, respond to, and recover from natural disasters, terrorist
acts and other catastrophic incidents. As part of this mission, FEMA provides support to
our Nation’s emergency prevention and preparedness community through a number of
different grant programs, training and exercise support, and technical assistance.
Specifically, FEMA’s Grant Programs Directorate, in partnership with the Department of
Homeland Security’s Transportation Security Administration (TSA) administers a
number of programs designed to enhance the security of surface transportation systems

throughout the country.

Transit Security Grant Program

Since the creation of DHS in February 2003, and subsequent authorization under the
Implementing Recommendations of the 911 Commission Act of 2007, the Department of

Homeland Security has awarded more than $892 million specifically for the Transit
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Security Grant Program since FY 2005 of which over $789 million has been directed to

the nation’s transit systems in the eight Tier I urban areas.

In Fiscal Year (FY) 2003, under the Urban Areas Security Initiative (UASI), funding
allocation decisions for transit systems were based solely on ridership, which at the time
was the only reliable risk variable available. In FY 2004, the Department provided
additional funds to 25 major transit systems through the UASI Program for additional
security enhancements. For these funds, the Department added the additional criteria of

track mileage to make final funding allocations.

Under the FY 2005 program, the Department for the first time distributed transit security
funds using multiple risk factors. The formula for rail transit funding was based on:
ridership, track mileage, the number of stations and credible threat déta. Each
subsequent year, the Department has applied a more mature and consistent threat and risk
analysis in determining allocations for these later year funds. In its most simple terms,
the weighted analysis combines a 20% threat component and an 80% vulnerability and
consequence component. The latter component includes track mileage, underwater
structures and ridership figures provided to us by the American Public Transportation

Association. It also considers the presence of critical infrastructure.

Throughout the program development and application process, FEMA works and
coordinates closely with numerous governmental and non-governmental entities to ensure

an appropriate level of subject matter expertise and to solicit feedback from our Federal,
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State, local, and industry partners. We work collaboratively with a number of DHS
components, including officials from the Transportation Security Administration, the
Office of Infrastructure Protection, the United States Coast Guard, and the Science and
Technology Directorate, as well as the Department of Transportation’s Federal Transit
Administration and Federal Railroad Administration. We have also worked closely with
State and local transportation officials from across the country, and with industry groups,
including the Association of American Railroads and the American Public Transportation

Association.

Since FY 2005, a major focus of the Transit Security Grant Program has been to establish
and sustain a risk-based regional planning process to ensure that transit security priorities
are considered in a systematic, risk-based manner. Regional Transit Security Working
Groups are strongly encouraged to develop a Regional Transit Security Strategy. As the
owners or operators of infrastructure vital to the well-being of the States and urban areas
they serve, it is imperative transit systems are incorporated into regional preparedness
planning efforts and have regional strategies. The Strategies are intended to integrate
individual agency needs into a regional perspective in order to identify transportation
security vulnerabilities and focus Federal, State and local funding. In addition, transit
systems selected for funding under the FY 2005 TSGP were required to conduct a risk
assessment and use this data to create Security and Emergency Preparedness Plans
(SEPP) specifically to identify how the transit system intends to address shortfalls in the

risk assessment. The Department continues to recommend and encourage transit entities
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to revise, update and implement a Regional Transit Security Strategy as part of the FY

2009 Transit Security Grant Program.

A regional approach is critical to overall preparedness. That is why the Department
strongly encourages all Working Groups to include representation from the applicable
State(s) and urban area(s) served by the transit systems receiving funds, and strongly
recommends that other transit agencies whose systems intersect with those of the grant
recipients also participate in the Working Group process. In addition, for those transit
operations that intersect with those of Amtrak in the Northeast Corridor and in Chicago, a
representative of the National Railroad Passenger Corporation (Amtrak) should be
included in the Working Group. Close coordination with Amtrak on the expenditare of

funds for security enhancements at shared facilities is also encouraged.

The Regional Transit Security Strategy should serve as the integration point between the
individual, risk-based Security and Emergency Preparedness Plan, and the overall
security goals and objectives of a region. Therefore, the Strategy should demonstrate a
clear linkage to the applicable State and Urban Area homeland security strategies
developed. Security and Emergency Preparedness Plans and the Strategy provide a
roadmap that serves as the basis on which funding is allocated to address regional transit
security priorities, and the vehicle through which transit agencies justify and access other
funding and resources available on a region-wide basis through other DHS-supported

grant programs.
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The FY 2009 Transit Security Grant Program builds on the progress made in the past to
institutionalize a risk-based, regional approach to the allocation of transit security
funding. Congress appropriated $400 million for this program in FY 2009. In addition to
the enhancements made since the program’s inception, the FY 2009 program further
refines the risk formula for the allocation of Transit Security Grant Program funds;
encourage integration of the Working Groups and each region’s Strategy with the

existing Urban Area Working Groups and Strategies.

Since 2003, the Department’s Transit programs were structured to help state and local

responders maximize this federal funding.

Real World Impacts

On the afternoon of November 23, 2008, FEMA was informed by TSA that a potential
threat was identified against New York City’s subway system. New York requested
financial assistance for a rapid build up of its police presence in the subway system,
including deployment of specialized teams. On that Wednesday afternoon before the
Thanksgiving Holiday, FEMA was, in under two hours, able to arrange for the immediate
release of over $23 million in previously awarded FY 2008 TSGP funds from the

Treasury to New York in support of its operational needs.

Transit agencies in the greater Philadelphia area used FY 2007 TSGP funds to undertake

a regional project creating a transit-specific intelligence analysis center. This center
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allows officials from Philadelphia and New Jersey to share information and analyze

potential threats, allowing officials to take appropriate mitigation and prevention action.

In FY 2006, Portland, Oregon’s Tri-Met System created and began to administer an
extensive, front line employee training program. Through this effort, Portland’s transit
employees are trained on a recurring basis. Training includes security awareness, IED

awareness and principles of behavioral assessment screening.

I’d like to take a few minutes to walk you through the grant process, and how we develop

and implement the TSGP.

Transit Securitv Grant Program Applications
Transit agencies eligible for FY 2009 TSGP funding are identified using a

comprehensive, empirically-grounded risk analysis model. The risk methodology for the
TSGP is linked to the risk methodology used to determine eligibility for the core DHS
State and local grant programs. TSGP basic eligibility is derived from the UASI
eligibility list and the Department of Transportation’s list of the top 100 transit agencies,
determined by ridership. Grantees are assigned to two, separate risk tiers, for which

funding is allocated.

In the past, the Department has made TSGP awards to Governor-designated State
Administrative Agencies who in turn award sub-granted funds to DHS-designated transit

agencies. Pursuant to the Consolidated Security, Disaster Assistance and Continuing
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Appropriations Act of 2009, FEMA will make direct awards to eligible transit entities for

the first time in FY 2009.

Previous Executive branch policies required the use of a specific, web-based application
process, government wide. This system, known as Grants.gov, presents challenges,
particularly for first-time users, as it requires a multi-step application that can take several
days. Specifically, first time applicants are required to apply for a Grants.gov password
that is returned to the applicant upon determination of the applicant’s eligibility for a
particular grant. This often requires a waiting period as long as several days. Eligible
entities attempting to submit applications near or at the application submission deadline
have been locked out of this system. FEMA has addressed this issue through stakeholder
outreach, education, technical assistance and, when necessary, allowing applicants to
access FEMA’s own Grants Managément System for the purpose of application
submission. We have also identified computer server capacity issues at the Grants.gov
website that are being addressed. No eligible Transit Security Grant Program entity will
be denied grant funding because of technical difficulties related to the grant application

process.
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Transit Security Grant Program Project Review and Approval

Project proposals under the TSGP are subject to a number of review processes. These
processes include substantive, programmatic review to determine the eligibility of
proposed expenditures and consistency with Department program priorities as outlined in
the TSGP Application Kit and Program Guidance. Depending on the nature of a TSGP
proposal, it may be subject to Environmental and Historic Preservation review as
prescribed by law. This involves determining whether and to what extent a project
proposal may adversely impact the environment or a structure or area that is protected
under preservation laws and regulations imposed by State, local or the federal

government.

As noted above, TSGP eligible entities are grouped into two, separate tiers. The review
requirements for each Tier group are different in one respect requiring additional time for
Tier 1 programmatic approval. Specifically, applications submitted by transit entities in
the high risk Tier I are subject to project review and approval by the Transportation
Security Administration. Approval is based upon TSA policies that place high emphasis
on projects that address high risk scenarios and hazards. This ensures that the highest
risk entities address the most critical, risk-based needs in their proposals. Lower risk,
Tier II applications are subject to a competitive review undertaken by a multi-agency
review panel. Proposals are reviewed and funded either in whole or in part, based upon
consistency with the requirements and priorities contained within the TSGP Applicatic;n
Kit and Program Guidance. Tier II applications recommended for approval by the

Review Panel are subject to further approval by an Executive Review Panel at FEMA and
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TSA and final review by the Secretary. As there is not an opportunity for Tier II
applicants to negotiate their proposals once submitted, the process through which Tier II
grantees are allowed access to grant funds is typically faster than high risk Tier I

grantees, whose awards are made through cooperative agreements negotiated with TSA.

FEMA and our TSA partners are addressing these issues through a simplified application
process reducing information required in Investment Justifications, outreach to eligible
entities to help provide process transparency and After Action Conferences to provide all

stakeholders with a formalized forum in which to provide constructive feedback.

Environmental and Historic Preservation project review, when applicable, is an important
step, designed to protect our national resources. FEMA is addressing delays this review
may cause by conducting outreach to stakeholders explaining EHP requirements,
allowing TSGP applicants to anticipate and address EHP-related issues pre-award. We
have also strengthened our own internal protocols to track project review and status, and
we are adding additional staff and are training existing staff to expedite the EHP review
process. A recent change allows FEMA’s Grant Programs Directorate program analysts
to approve, on their own authority, categorical exclusions as allowed under the National
Environmental Policy Act (NEPA), for such program activities as planning,
organizational costs, training, exercises and equipment not requiring fixed installation.
This single step has markedly increased our ability to make funds available to grantees
for purposes that are not subject to NEPA requirements. Finally, GPD is also working

with FEMA’s Office of Environmental and Historic Preservation to develop a
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programmatic, environmental assessment (PEA) tailored to our specific grant programs
and grant funded projects to further simplify the NEPA review process.‘ Finally, we have
streamlined financial budget review by empowering grants management specialists to
communicate directly with grantees to resolve any questions or concerns that may arise
from the review. This simple step has contributed to increased efficiency in the release of

funds to grantees.

While it is also true that state and local requirements, including both procurement
regulations and local poliﬁcal leadership approval of TSGP grantee priorities, may
contribute to a delay in the execution of program implementation, FEMA has and will
continue to reach out to and work with stakeholders to assist them in identifying
appropriate, local expertise as early as possible in the process. We will also continue our
work in ensuring process transparency and facilitating the most rapid and effective
program implementation possible. We look forward to future collaboration with our
State, local and federal partners in making the Department’s Transit Security Grant
Program among the most efficient and effective programs aimed at increasing the public

safety.
Mr. Chairman and Members of the Committee, this concludes my testimony. Thank you

for your continued support for FEMA’s Grant Programs Directorate and the Department

of Homeland Security. 1am happy to answer any questions the Committee may have.

10
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W. Ross Ashley was confirmed by the United States
Senate in December 2007 and currently serves as the
Assistant Administrator of the Grant Programs
Directorate (GPD). Before assuming his position at
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National Institute of Justice (N1J), The Templar Corporation began the development of
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safety and security agency's capabilities to share information. Under Mr. Ashley’s
leadership, Templar products grew to support over 100 federal, state and local
government agencies.

Prior to founding Templar, as the Director of Law Enforcement Technologies at ISX
Corporation, Mr. Ashley was responsible for several information sharing initiatives for
federal, state and local law enforcement agencies. He provided senior level consultation
services to the National Institute of Justice on various information technology programs
for the DOD/DOJ Joint Program Steering Group and external agencies such as DARPA.
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supporting the National Intelligence Community and providing high level operational
support planning to the Secretary of Defense, Chairman of the Joint Chiefs and Secretary
of the Air Force in intelligence collection planning and analysis, and operational combat
assessments. Mr. Ashley is a retired Air Force Information Operations Officer serving
both in the Virginia Air National Guard and the United States Air Force Reserves.

Mr. Ashley is a distinguished graduate of the Academy of Military Science, holds a BA
from George Mason University and a MS from the Joint Military Intelligence College.
He and his wife Lauren, and their four children reside in Arlington, Virginia.
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Mr. PriCE. Thank you. Now we turn to the leaders from our
major systems, beginning with Mr. Morange.

OPENING STATEMENT OF WILLIAM MORANGE

Mr. MORANGE. Good morning, Chairman Price, Vice Chairman
Serrano and Members of the Subcommittee. My name is Bill
Morange. I am the Deputy Executive Director, Director of Security
for the MTA.

I joined the MTA in 2003 after having served 39 years-plus in
the New York City Police Department where I retired as the Chief
of the Organized Crime Control Bureau. Before that I was the
Chief of Patrol and served as the Incident Commander down at
Ground Zero on 9/11.

My role in the MTA is to ensure that the actions we are taking
in light of September 11th, Madrid, London and Mumbai and other
threats, prepared our organization to respond to terrorist and other
emergency incidents and to provide as secure an environment for
our customers as is humanly possible. I will talk about that and
our relationship with the Department of Homeland Security and
the Federal Government and what other security needs we look for
as we go forward.

As you well know, the MTA is the largest transportation provider
in the Western Hemisphere. We provide over 8 and a half million
subway, rail and bus rides each day in the New York Metro area,
roughly one-third of all transit rides nationally. Approximately
900,000 vehicles cross our seven bridges and two tunnels each day,
carrying over 1.4 million passengers.

Certainly 9/11 was a traumatic event that happened in the New
York Metropolitan region and our system was directly affected. But
some of the things that we have learned from that day and as we
move forward we should continue to do. Since then we have done
many things internally and also externally in hardening and oper-
ational within the system.

Some of things that I do like to talk about that have been
positives are working along with TSA and all the emergency drills
that we have undertaken. I am a firm believer that the emergency
drills are probably the most important thing that we can do. Six
weeks prior to 9/11, we did a drill, and the OEM, Office of Emer-
gency Management, for New York City at that time was in 7 World
Trade. And the biggest thing about the drills was not everybody
knowing what everybody else does, but everybody gets to know who
is who. And when you respond up on the scene, Bill knows Mr.
Price, Mr. Price knows Bill, and it is a lot easier to perform your
function. And on that day we lost a lot of senior leadership, but we
were able to move and do everything that we had to do to further
protect the city. It was probably the first time I was really ac-
quainted with the MTA, because when you come from a police de-
partment of 40,000 people you would never realize that we would
need a lot of help to evacuate the city. That was the first time we
called for buses and we used New Jersey Transit and we used
other police departments from around the area.

The other programs I would like to talk about is see something,
say something, keeping all our customers and people aware of what
is happening out there and to make sure that they have a way to
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contact us immediately and we have a way of responding back to
let them now what the outcome was. I think the more informed
public that you have, the better off you are. And I always say that
the riding public is your best eyes and ears that are out there, be-
cause every day if you get in a train they sit in the same seat, take
the same train, they know what belongs and what doesn’t belong.

Another thing that we were able to accomplish through TSA and
DHS was the training of our front line employees in which we feel
is very important that they are also aware. Because they, like our
customers know what belongs and what doesn’t belong in those
systems.

I would like to talk about before we go further, proposed rec-
ommendations that we feel will improve the process. Going for-
ward, the MTA would like to emphasize a number of points that
we believe will improve the Federal process. One, we believe the
regional transit security program should broaden emphasis areas
and have identified several areas where we think Federal funds are
necessary. Consequence management, projects to enhance egress,
lighting and signage, interoperable communication for our police
and regional partners, backup power redundancy, and chemical, bi-
ological and radiological detection devices, which we have some de-
ployed already in our system.

We look for consistency in the grant guidelines from year to year
which will allow us to do more effective long-range project planning
and better address our transit agency’s 5-year capital security
plans.

We need flexibility to use Federal funds for design project man-
agement and construction management tasks conducted by in-
house forces. Presently these tasks are reimbursable only if they
are done by third-party contractors. We feel that our in-house
forces know the system better than others, and also we could do
it at a lot less of a price and use the rest of those Federal funds
for other areas that are well needed.

We need flexibility to fund all in-house flagging and track excess
work on straight time. As of now it is in lieu of overtime because
we are not allowed to use that with Federal funds, we are not al-
lowed to put in for that. We support the creation of a one-stop
shopping mechanism for better coordination between FEMA and
TSA. The current process requires one agency to approve the funds
and the other to approve the scope of the project. This causes delay
in approving the grant package every year. In fact, we are still
awaiting approval for funding under the fiscal year 2008 funding
measure.

We recommend that our annual grant guidance be issued before
the Federal fiscal year. This would enable grantees to address their
security-related needs prior to the publication. Grantees would be
able to submit applications at the beginning of the Federal fiscal
year once appropriations are known. This would accelerate the re-
view and approval process by TSA and FEMA and enable the tran-
sit agencies to advance their projects in a more timely manner.

Seven, we would like to emphasize the critical role that the State
has in the grant process and encourage a more active role for the
State administrative agency.
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In developing the regional security strategy, we would like to
propose the State SAA be formally part of the Transit Security
Grant Program and chair regional transit security meetings, which
we do now up in the New York area between New Jersey Transit,
the MTA, NYPD, the Connecticut DOT, Westchester County.

And finally, the funding sources under the TSGP process are de-
signed to support the security needs of the transit agency and their
primary law enforcement provider. Allocations that are directed to
local municipal law enforcement agencies have the potential for a
negative impact on the core objectives of the grant program.

Thank you, and I would be happy to answer any questions that
you may have.

[The statement of Mr. Morange follows:]
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Remarks of Wiiliam A. Morange
Deputy Executive Director and Director of Security
NYS Metropolitan Transportation Authority
House Appropriations Subcommittee on Homeland Security
Washington, DC
March 12, 2009

Good afternoon Chairman Price, members of the Subcommittee. My name is William
Morange, Deputy Executive Director and Director of Security for the NYS Metropolitan
Transportation Authority (MTA). | joined the MTA in 2002 after having served for 39 years
with the New York City Police Department. | retired as the Chief of the Organized Crime
Bureau and was Chief of Patrol - a roll | served in on September 11.

My role at the MTA is to ensure that the actions we are taking in light of 9/11, Madrid,
London, Mumbai, and other threats, prepare our organization to respond to terrorist and
other emergency incidents, and to provide as secure an environment for our customers as is
humanly possible. | will talk about that, our relationship with Department of Homeland
Security (DHS) and the federal government, and what our security needs are going forward.

As you may know, the MTA is the largest transit provider in the Western Hemisphere and is
comprised of several operating entities:

MTA New York City Transit (NYCT)
MTA Long Island Rail Road (LIRR)
MTA Metro-North Railroad (MNR)
MTA Bridges and Tunnels (B&T)
MTA Capital Construction (MTA CC)
MTA Bus Company (MTABus)
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We provide over eight and a half million subway, rail and bus rides each day in the NY metro
area — roughly one third of all transit rides nationally. Approximately 800,000 vehicles cross
our 7 bridges and 2 tunnels each day, carrying over 1.4 miflion passengers.

9/11 and the MTA

Certainly 9/11 was traumatic for the NY metropolitan region and our system. We were front
and center at Ground Zero, with 3 subway stations directly serving the Trade Center site and
hundreds of express and local buses serving its perimeter. It’s likely that more.than 80% of
the Trade Center's 50,000 workers took one or more MTA services to get to work each day.

Despite one completely destroyed station and 4 others that were put out of service for as
much as a year, not a single MTA customer or employee was killed or seriously injured in or
on our system. On 9/11 our subways whisked tens of thousands of riders from the center of
the World Trade Center site to safe locations north and south. Our buses and subways
evacuated millions more from Manhattan Island. Our railroads took shocked commuters
safely to their homes and returned with rescue workers who had no other way to get into the
City to help.

Since then we have done much work, both internally and with our partners in NewYork City
and New York State, the federal government and the broader transit industry, to assess the

.‘1.
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risks of future acts of terror on our system and to try to minimize them. We are doing so
through a series of capital and operating investments in the system and additional employee
training for our 65,000 employees. Let me first talk about the capital and operating
investments.

In 2002, with the assistance of the Federal Transit Administration, we conducted the first of a
number of system-wide risk assessments, identifying $2-$3 billion in needs. We immediately
taunched a two-phase capital investment program to address those needs and harden our
system. Phase |, comprised of $720 million in investments is largely completed. While |
cannot go into detail in public about many of the projects we have undertaken, one of the
most visible initiatives included installing over 1,000 surveillance cameras and 3,000
intrusion detection devices in our subways and commuter rail facilities as part of a $260
million Integrated Electronic Security System. We have also begun work on elements of our
$495 million Phase lI, which takes, in turn, the next most critical projects.

We've grown our police department by nearly 40% to nearly 750 individuals at an additional
cost of more than $70 million (plus an additional $37 million in overtime) since 2002 and in
the same time period have added 261 bridge and tunnel officers at a cost of $101 million.
The bridge and tunnel officers inspect vehicles entering our bridge and tunnel facilities.
We've spent over $10 million to create and equip 50 bomb-sniffing canine teams and have
added two MTA PD emergency service units at an additional $6 million. Additional
equipment, training and communication efforts have also proven to be very costly, but
necessary.

Emergency Drills and Training

We continue to undertake real-life emergency drills on all parts of the MTA system.

Much of the reason for our success in evacuating Manhattan on 9/11 was that our
organization is and has been committed to preparing for emergencies. Our agencies have
always done more than simply write volumes of emergency and response plans that sit on
shelves. We drill those plans several times a year. The experience, lessons learned, and
perhaps most importantly, the relationships forged in those exercises are tremendously
valuable.

Each of our operating agencies prepare for emergencies regularly in terms of both physical
drills -- with hundreds of participants -- and table-top drilis. NYCT, the largest member of the
MTA family, operates 8,000 subway and rail cars and 46,000 bus trips a day within New York
City. Transit conducts four emergency drills annually in conjunction with the MTA PD, the
LIRR, MTA Bus and MNR as well as the NYPD, the FDNY, the EMS and the Office of
Emergency Management (OEM).

in addition, ali key NYCT operating employees are provided ongoing formal “eyes & ears’
training; fire protection & evacuation training; and DuPont Safety training. Over 45,000
employees have taken these courses and we are about to conduct a top to bottom update
and review of those training courses in concert with our represented employees.

While Federal Railroad Administration regulations already require one full-scale drill annually,
the LIRR conducts a minimum of 4 major full-scale emergency drills annually, including one
in NY’s Penn Station, the busiest railroad station in the country. Likewise, MNR conducts a
number of drills during the year, including one in Grand Central Terminal. The carefully
crafted emergency scenarios require emergency responders to demonstrate skills in
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communications, fire fighting, rescue, extrication, hazardous material and first aid.
Participants include county, village and town Police, Fire and EMS services throughout
Nassau and Suffolk, Westchester, Orange, Rockland, Dutchess and Putnam counties in New
York and Fairfield and New Haven counties in Connecticut.

Railroad emergency preparedness training is conducted at a number of focations, from Penn
Station and Grand Central Terminal to major hubs such as Flatbush/Atlantic Ave Terminal,
Jamaica Station, Grand Central Terminal, 125th Street, New Haven, as well as shop/yard
facilities in New York and Connecticut.

MTA Bridges and Tunnels, which operates 7 bridges and 2 tunnels within NYC, the most
notable of which includes the nation’s longest suspension bridge, the Verrazano Bridge, has
conducted over twenty multi-agency (MTA PD, NYPD, FDNY, MTA, OEM) exercises that
have tested preparedness; response; inter-agency cooperation; perimeter security; IED
mitigation; Hazardous Materials Spills; decontamination, and even power reduction
scenarios.

Since 9/11 we've had other real-life opportunities to test what we do on a regional scale.
When the electrical grids in the Northeast went out on August 14th, 2003, we — along with
our partners in emergency preparedness throughout the region — were able fo safely
evacuate of over 400,000 riders from both underground and elevated parts of our system.
We're proud that there were no customer or employee injuries in those instances — a truly
amazing feat.

Engaging our Customers in Emergency Preparedness

While we're committed to aggressively training and drilling our employees for potential
emergencies, we've also focused on making sure that our customers are aware of how they
should respond in certain situations.

Through the creation of the internationally acclaimed “If You See Something, Say
Something” campaign, we've informed our customers in print and on radio about being
vigilant and in the process have enlisted their help by giving them an outlet o report
suspicious activities: 1-888-NYC-SAFE. Public response has been extremely positive and
we have shared our materials with dozens of transit systems and municipalities around the
country and the globe.

In direct response to the lessons learned from the Madrid bombings -- we both customized
our ads to focus on packages left in transit vehicles and we've produced Customer Train
Evacuation Brochures and internet-based evacuation videos that show how to properly
evacuate subway and commuter railroad cars in an emergency. Printed copies of this
information were distributed on our subway and rail cars. We've made both the printed
material and videos available on our website, www.mta.info. in addition, we've made these
videos widely available to local police departments, community groups and the public.

We also continue to supplement the more formalized training of our operating personnel with
Employee Safety Guides for all our employees that tells them what to look for and how to
react in emergencies.
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Funding

While our needs are great and funding for many of these projects have not been identified, |
would like to personally thank Congress and this Committee in particular for the financial
support they have provided for the MTA and the transit industry in general.

Since 2003, MTA New York has received $178.8 million in security funding that has helped
us provide a safer environment for our 8.5 million daily transit customers — and the numerous
vehicles that use our bridges and tunnels.

Through 2008, the MTA has been able fo accomplish a number of projects that will provide
safety to the riding public. Some of those include:

Completion of NIMS Training for all of our operating agencies,

Executing multi-agency table top exercise and emergency drills,

Installing and upgrading Chemical Detection capabilities at Critical facilities,
Installing CCTV systems and electronic access control,

Installing Perimeter Security barriers,

Procuring critical Emergency Response Equipment including two mobile command
buses for the MTA PD,

Expanding K-8 explosive detection teams,

Increasing police patrol visibility through the MTA PD's Directed Patrol Prcgram
Providing counter-terrorism Behavioral Assessment Training to MTA PD officers.
Parinering with DHS in the Bio-watch Program.
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The MTA has worked successfully with our regional transit partners through the transit
security working group. Our partners include New Jersey Transit, the Port Authority of New
York and New Jersey, Connecticut DOT, Westchester County and AMTRAK,

Through the TSGP funding program we have funded the following regionally based security
projects:

> Interoperable communications,
> Interoperable communication protocols and,
> Development of regionally based response planning.

Commencing a pilot program with 2008 TSGP funding to develop a regional based terrorism
suspicious activity reporting system database to monitor, track and respond to pre-attack
activities. By sharing this information, the agencies can determine patterns and trends
across agency boundaries.

Finally, we have taken training of our first responders to a new level conceming NIMS. The
New York, New Jersey, Connecticut region are taking advantage of TEEX, a regionally
based computer generated simulated attack program that assists first responders in planning
and responding under the NIMS model. TEEEX is a US DHS approved three and one half
day training curriculum out of Texas AGM.

Your action to eliminate the local match requirement for the Transit Security Grant Program
last year was much appreciated and we hope you can continue this element of the federal
program as most transit agencies are already spending considerable local dollars on
operating expenses such as:
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» police salaries and overtime,
3 canine units and anti-terrorist units, and
» improved security infrastructure in new and rehabilitated facilities.

For 2009, the MTA expects to receive additional funding for:

» Procuring equipment to support anti-terrorism teams,
» Purchasing explosive trace detective devices,

> Increasing our access control program to other critical facilities

» Expand infrastructure hardening measures at critical stations and bridges,

» Continuing the MTA PD "Directed Patrol” program.

These initiatives will enable the MTA to advance our overall security plan and reduce the
vulnerability of our riding public.

Nonetheless, the need for additional federal doliars is still great and as you can imagine, we
hope future funding will help us address the overwhelming needs we continue to have.

We have worked hard with Congress to increase federal transit funding from the $65 million
provided in 2003 and $50 million in 2004 to the $175 million provided in 2006 and beyond for
transit, passenger and freight rail security, but clearly, with an identified national need of $6
billion, more needs to be done going forward.

Proposed Recommendations to Improve Federal Process

Going forward, the MTA would like to emphasize a number of points that we believe would
improve the federal process.

1. We believe the Regional Transit Security Program should broaden its emphasis areas
and have identified several areas where we think federal funds are necessary:

- Consequence Management projects to enhance; egress, lighting and signage
- Interoperable Communications for our police and regional partners

- Back-up power redundancy

- Chemical/biological and radiological detection devices

2. We look for consistency in the Grant Guidelines from year to year, which will allow us to
do more effective long range project planning and better address our transit agency’s
five-year capital security plans.

3. We need flexibility to use federal funds for design, project management and construction
management tasks conducted by in-house forces. Currently, these tasks are fully
reimbursable only if they are done by a third party contractor. Many transit agencies
have in-house departments to do design work and project and construction management.
Efficiencies are gained by utilizing these departments, whose personnel possess
expertise in the individual transit system that most contractors do not have. The
federally-mandated annual A133 Single Audit ensures that transit agencies have
appropriate controls are in place to charge time correctly to grant-funded projects.
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. We need flexibility to fund all in-house flagging and track access work, which is currently
fully reimbursable only when conducted by a third party. Individual agencies are best
suited to determine needs for flagging, track access, etc., and in some cases, costs are
driven by the Federal Railway Administration — Roadway Worker Protection Act, CFR
Section #214.

. We support the creation of a “One-Stop Shopping” mechanism for better coordination
between FEMA and TSA. The current process requires one agency to approve the funds
and the other to approve the scopes for the projects. This causes delays in approving
the grant package every year. In fact, we are still awaiting approval for funding under the
FY 2008 TSGP funding measure.

. We recommend that the annual grant guidance be issued before the Federal Fiscal Year.
This would enable grantees to address their security related needs prior to its publication.
In addition, grantees would be able to submit applications at the beginning of the Federal
Fiscal Year, once appropriations are known. This would accelerate the review and
approval process by TSA/FEMA and enable the transit agencies to advance their projects
in a more timely manner.

. We would like to emphasize the critical role that the state has in the grant process and
encourage a more active role for the State SAA in developing a regional security
strategy. We would like to propose the State SAA be formally part of the TSGP and chair
Regional Transit Security meetings. They should be involved in the process and to
receive TSGP funding.

. The funding sources under the TSGP process are designed to support the security needs
of the Transit Agency and their primary law enforcement provider. Allocations that are
directed to local municipal law enforcement agencies have the potential for a negative
impact on the core objectives of the grant program.

There are more issues that we hope to address with your staff as we go forward, but let me
conclude by thanking you once again for your personal support, concern and interest in
helping us address these critically important needs. Please be assured that we at the local
level are doing a tremendous amount in this effort and we need the federal government to
continue to be a full partner going forward. | would be happy to answer any questions you
may have.

##H#
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William A. Morange
Metropolitan Transportation Authority
Deputy Executive Director/Director of Security

The Metropolitan Transportation Authority appointed William A. Morange, a 39-year
veteran of the New York City Police Department, as MTA Deputy Executive Director
and Director of Security in June 2003.

As Director of Security, Mr. Morange supervises security for the MTA’s vast
transportation network consisting of New York City Transit, Metro North Railroad, Long
Island Rail Road, Long Island Bus and MTA Bridges and Tunnels. His responsibilities
include coordinating MTA Police security efforts with the NYPD, the FBI, State Police,
National Guard and the Department of Homeland Security. Director Morange also

oversees the MTA’s $600+ million capital program dedicated to security enhancement.

Director Morange began his law enforcement career as a police officer in 1964 and was
promoted through every uniformed rank to Chief. Before his appointment as MTA
Director of Security, he worked as the NYPD’s Bureau Chief for Organized Crime
Control where he worked in close conjunction with Federal law enforcement agencies.
Prior to that position, Mr. Morange was Chief of Patrol of the NYPD responsible for all
uniformed patrol functions in the City. Both as Chief of Patrol and before that as Chief
of Special Operations, Morange had extensive experience with the NYPD’s infrastructure

protection, and terror preparedness and response function.

Director Morange holds a B.A. in Professional Studies from the State University of New
York. Mr. Morange and his wife Dianna live in Rockland County, have three grown
children and five grandchildren.

#Hit#
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Mr. PrICE. Thank you, sir.

Mr. Eckles.

Mr. ECKLES. Good morning, Mr. Chairman and members of the
subcommittee. Thank you for this opportunity to speak before you
on matters that are very important regarding the Transit Security
Grant Program.

The L.A. MTA is the third largest transit agency in the United
States, and we serve multiple roles as a regional transportation
planner, the coordinator, the designer, the builder, the operator of
the country’s most populous county in the United States, more
than 13 million people. One-third of California’s population live
and work within our 1,433 square mile service area.

Allow me to say that Secretary Napolitano stated much of what
we would like to have happen with this DHS and TSA in her first
action directive, as quoted by the chairman, under the State, local
and tribal integration, immediately plan for an accelerated process
for soliciting and collecting input from our local partners on how
to improve the programs and processes of DHS.

A brief overview of our program to date is that we have received
approximately $24%% million of the over $1 billion that has been al-
located nationwide. The Transportation Security Working Group in
the greater Los Angeles region had its initial growing pangs at the
beginning, but this group has developed into an extremely cohesive
and cooperative organization. We honestly feel these funds have
helped to obtain some initial successes in addressing capital invest-
ment needs for hardening our critical infrastructure and the exten-
sive creation and implementation of transit-specific awareness and
response training and exercises.

It is important for me to point out that this grant program is
considered by our group to be vital in order to better secure our
systems, especially given the current economy in the Nation, in
which most agencies are struggling to meet basic operating ex-
penses.

I find that the funding for the Homeland Security grant program
is critical for the protection of this Nation’s vital transit infrastruc-
ture, the public transit agency, and our riders. This grant program
has allowed our agency to develop security programs we would not
have been able to obtain any other way. We believe we have spent
the taxpayers’ money in the best possible way within the restric-
tions and limitations given to us. However, we believe it can be and
should be better.

Allow me to provide a chronology of events that have developed
over time that illustrate our working group situation, but also let
me say that while I do not want to engage in attribution of areas
where the process has seemed to have gotten in the way of
progress, I do believe that the Subcommittee must have a clear un-
derstanding of how certain procedures impact our ability to execute
the intent of Congress as we strive to deliver these Homeland Secu-
rity grant funded projects and programs in our local areas. There
is only one purpose behind my testimony before this subcommittee,
and that is to contribute to improving the program for the people
we serve.

I will start out by saying that in fiscal year 2006 there was clear-
ly undefined and confusing roles and responsibilities. Project re-
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view and approval is cumbersome and difficult. This two-grant au-
thorization notice, to want to approve your grant and then some-
where down the road after multiple reviews you get a second grant
that says, oh, by the way, you can now spend down on it.

2007 was a pretty good year for us in terms of the grant process.
However, the supplemental funding was fraught with problems.
TSA’s interference with our contracted law enforcement agency by
dealing with them directly and granting them part of the supple-
mental funds in advance. During our investment justification ap-
proval meeting TSA made an impromptu 8-hour challenge to our
transit security document, which they already possessed, already
understood, but never read.

Constant reviews and rewrites by a, quote, review panel, who no-
body has explained to me to this date who that is, but I only talk
to one person and that is a grant analyst. I don’t talk to anybody
in a review panel. Requiring first simplification and then they come
back and ask for more information and then they come back and
ask for clarification of the information we have given them.

TSA was supposed to have held a secure briefing in 2007 after
everybody had submitted their application for a security clearance,
but they failed to process the application. They then turned the
briefing, which people worked around their schedules because the
American public transportation annual conference was scheduled
that same week. It turned into a self promotion session about how
ask us about how great TSA was doing with the grant program.

TSA didn’t even bother to provide a sanitized version of the brief-
ing to the agency since they couldn’t get them their clearances.
TSA official answering questions about grant guidance stated the
grant guidance did not need to be followed and that TSA would
take care of each unique situation.

TSA responded to a question about cost overruns for operational
packages and the transit agency responsibility for the cost of those
overruns. They replied, it would simply not be a problem. However,
the FEMA member in attendance countered that in an audit the
transit agency would be accountable for the overruns for the guid-
ance and the language of the grant needed to be changed. It fur-
ther stated only an information bulletin can make that change.

Inaccurate grant authorization notices for amounts not re-
quested, in one case to $1.6 million above and beyond what the
agency asked for.

At another TSA meeting that turned into 6 hours of what train-
ing members of our region’s agencies had received regarding ter-
rorism awareness. They wanted names of courses, numbers of em-
ployees, including front line and other personnel, dates, where the
future plans for training are, who is teaching and planning these
courses, what is the sustainment plan for training without any
prior notice that they were going to request this information.

Now mind you, I have an agency that has over 9,200 employees.
I can only imagine what New York’s employee status is. This was
followed by questioning all of the region’s projects except the oper-
ational packages, which were preapproved.

TSA was asked questions about operational package equipment
was not eligible according to that grant guidance. Their response
was to unilaterally decide that it would come out of the base
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amount of 2007, which the agency had already divvied up and sub-
mitted their investment justifications with their budgets. We had
to go back and review them, rewrite them, and reallocate to cover
the equipment costs.

In 2008, TSA decided that their member was going to be a co-
chair. In our region we don’t have a chairman. We have a coopera-
tive working group that spreads the dollars amount and allocations
based upon project needs and demands of the regional security
strategy as dictated by TSA.

On top of that they included by name the two contracted law en-
forcement agencies in our region to sit as members at our table and
authorized them to draw down on the funds as a member, further
diluting the allotment of money we get.

They also authorized them to be the approver of our agency’s se-
curity plans. Our contracted law enforcement agency is now the
one who has to approve our security plans. They also had to certify
and review all of our projects. The operational packages submitted
made the law enforcement agency a sub-grantee recipient of the
transit agency, thus making us responsible for what the law en-
forcement agency does or fails to do.

TSA went on to state the law enforcement agencies didn’t have
to approve the agency’s plan and that we could just simply line
through “approve” and write in “concur”. But to this date they have
failed to give us an information bulletin to that effect.

Also, 2008 was the year that they developed a scheme to group
projects, and of course their training and their operational package
were at the top of that list given the highest point value. And those
in infrastructure protection and prevention were put at the lowest
category and given the lowest score. So if you didn’t submit a
project that met some numerical threshold, which we were never
told or explained about, our project wouldn’t be approved and our
money would be allocated to another region.

2009, we went to the after action conference that TSA put on in
the hopes that we could clarify and explain what our problems with
the grant process were. They had scheduled it so far down into the
system the grant guidance had already been written and nothing
had changed in the 2009 grant guidance. Even though the entire
year of 2008 we had explained the problems we had faced, nothing
was changed.

This year they added a grant guidance language and included an
agency requirement for the sustainment of the operational package
5 years beyond the grant. When we went on requesting clarification
as to what that sustainment plan requirements were, our law en-
forcement agency, our contracting law enforcement agency receives
the e-mail saying, the expectation is that the knowledge and capa-
bility would be sustained in some way for the transit agency and
transit security in anti-terrorism although not strictly required.
However, when we requested that information bulletin for that
kind of clarification, none has been or was forthcoming. That is not
to say we don’t consider this program important. Otherwise I would
not be before you today.

We do have recommendations and I believe these recommenda-
tions are important. I heard it said that there is contact with peers.
Well, I also heard my commander and my contract law enforcement
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name mentioned. To this date there has been no contact with me,
the transit agency representative to have that kind of input, that
kind of peer. I believe the recommendations should be an industry
peer, not a law enforcement peer, review of the grant guidance de-
velopment from year to year.

I believe they should utilize the threat and vulnerability assess-
ment that Congress paid for in every agency. To date we have not
been able to utilize that threat and vulnerability assessment to de-
velop projects that effectively reduce our risk as determined by the
audit. Detection response and recovery projects, including chem/bio,
should be included.

As stated earlier, maintenance and administration costs hardly
begin to touch the costs that we incur to manage these projects. 2.5
percent does not come close to anything that it costs our agency to
manage this cumbersome and difficult process.

Transparency and grant allocations. They say there is a risk-
based empirical formula, but I don’t supposedly have the clearance
to know what that is. Ladies and gentlemen, I am a lieutenant
colonel in the United States Army Reserve. I have a top secret, sen-
sitive compartmentalized information clearance. And I can’t find
this out? We want more transparency, ladies and gentlemen.

Grant program management, it should be either TSA or FEMA,
not both. It has created a tremendous amount of confusion and a
tremendous amount of delay. More predictability and flexibility in
implementing priorities, that goes along primarily with the indus-
try peer review panel, decreased emphasis on operating initiatives.
We have an open system, and we need to harden it, and we can’t
buy enough people to secure it. So we need to implement those
things that the threat vulnerability assessment says we need to ex-
pedite the approval process.

Ladies and gentlemen, we have one agency in our Transit Work-
ing Group that is still waiting on its approval for a 2006 grant be-
cause they keep getting the grant number wrong. We clarified last
October going back to their after-action review, we got many of
those cleared up right then and there, but we still have problems.
To date, the 2008 investment justifications, some of them are going
on their fourth review.

We also believe that TSA should only contact the transit agency’s
designated representative. The investment justification process
should be more streamlined. I have over the years of this grant de-
velopment one of my project managers having been in the process
long enough wrote 54 pages of an investment justification hoping
to avoid write, rewrites, clarifications and drawing this process out
longer than it needs to be. Unfortunately, it hasn’t worked.

Lastly, we all know the 9/11 Commission Report cited failure of
imagination as one of the most significant shortcomings in security
before the terrorist attacks. Also the Office of Homeland Security’s
mission statement for the transportation system sector states,
“Continuously improve the risk posture of Nation’s transportation
system.” And to further this position DHS’s own sector specific
plan, “Describe the security framework that will enable the sector
stakeholders to make effective and appropriate risk-based security
and resource allocation decisions.”
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Our region supports these ideals and seeks to enable them in a
flexible and manageable way. We know and understand the asym-
metrical threat we face; we in our own system know this best.

As an experienced battlefield commander myself having served in
Iraq, I know the threat we face as do many others who work in our
industry. We need to be allowed to influence our agency security
destiny with the funds the American people have given us.

In summary, I would like to say that to my agency and our re-
gion would like to see a reformed Transit Security Grant Program
that encourages and supports imagination and innovation at the
local level in executing the intent of Congress, in securing public
transit as a national critical infrastructure asset. In order to
achieve this goal we need maximum flexibility and discretion at the
local level to operate within a broad, but well-defined program and
grant guidance from TSA.

Thank you, Mr. Chairman. I will be happy to answer any of your
questions.

[The statement of Mr. Eckles follows:]
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Good morning, Mr. Chairman and members of the subcommittee. Thank you for thls opportunity to
speak before you on the important matter of transit security grants.

I'would like to start off with just a little bit of background on my agency and how we are engaged
everyday in homeland sccurity. With nearly 490 mitlion annual boardings, the Los Angeles County
MTA is our nation’s third largest public transit agency. Metro employs more than 9,200 people ina
broad range of technical specialties and services ranging from Metro Bus and Metro Rail operators and
mechanics to constraction engineers and safety inspectors, from transportation planning professionals
to customer information agents.

‘We are unique among the nation's transportation organizations in that we serve multiple roles as the
regional transportation planner, coordinator, designer, builder and operator for the country's largest and
most populous county. More than 13 million people - one-third of California’s population — live and
work within our 1,433-square-mile service area.

Allow me to also say that Secretary Napolitano stated much of what we would like to have happen
with DHS and TSA in her first Action Directive, January 12, 2009 where she states under State, local
and tribal integration: “Immediately plan for an accelerated process for soliciting and collecting input
from our...local...partners on how to improve the programs and processes of DHS.”

Therefore, along that line, I would like to provide you a brief overview of our transit security grant
experience to date. Since 2003, Los Angeles Metro has received approximately $24.5 million of the
$1 billion that has been allocated nationwide. However, we have utilized those dollars to maximum
effect within the restrictive guidelines as determined by the Transportation Security Administration
(TSA). The Regional Transportation Security Working Group (RTSWG) for the Greater Los Angeles
Region had its initial growing pains as they attempted to shake out and shape how the group would
work within a shared arrangement of grant funding. Over time, this group has developed into an
extremely cohesive and cooperative organization.

We honestly feel that these funds have helped in obtaining some initial success in addressing capitol
investment needs for hardening our critical infrastructure and the creation and implementation of
extensive transit specific awareness and response training. Unfortunately, for the last 3 grant cycles,
more and more emphasis has been placed on training and awareness and less and less on hardening our
facilities. Additionally, there have been more and more conditions placed upon the RTSWG in order to
obtain funding, which I will address soon.
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It is important for me to point out that this grant program is considered by our group to be vital in
order to better secure our systems, especially given the current economy in which most agencies are
struggling to meet basic operating expenses. It has become even more critical in California when you
add that the recent budget that was passed in our state completely suspended the State Transit
Assistance program for local agency transit operations. This sitnation has been compounded by the
fact that the State has, for at least the past two years, raided the fund for other purposes to meet the
State’s budget shortfalls.

1 find that the funding for the Homeland Security grant program is critical for the protection of this
nation’s vital transit infrastructure, public transit agency, and their riders. I, like all other recipients,
believe there should be more dollars available, but the realities are quite different. However, agencies
cannot afford the amount of money required to secure an entire open system from a level of threat that
could not have been foreseen in this country prior to 9/11. With the current state of our nation’s
economy, we may not be able to afford these capital improvements with local funds for the foresecable
future.

This grant program has allowed our agency to develop security programs we would not have been able
to obtain any other way. And we believe we have spent the taxpayers’ money in the best possible way
within the restrictions and limitations presented to us.

However, we believe that it can and should be done better. We have run into some hurdles and some
downright obstacles that make the current program difficult at best to address each agency’s particular
needs.

Allow me to provide a chronology of events that have developed over time that illustrate our working
group’s situation:

Let me first say that while I do not want to engage in attribution of areas where the
process has seemed to get in the way of progress, I do believe that this subcommittee must have
a clear understanding of how certain procedures impact our ability to execute the intent of
Congress as we strive to deliver these homeland security grant funded projects and programs in
our local areas. There is only one purpose behind my testimony before this subcommittee and
that is to contribute to improving the program for the people we serve.

FY 06: There were undefined/confusing roles and responsibilities (grant staff vs.
agency security staff to TSA-Grants & Training-State Administrative Agency/deadlines and
guidance clarification. It was extremely difficult to understand who was responsible for what
(see Concerns Regarding Homeland Security Grant Guidelines for FY 06).

Project Review and Approval is cumbersome and difficult; a two Grant Authorization
Notice (GAN) system was instituted by TSA grants personnel. The 1¥ GAN, we were told, was
only to “obligate and expend” grant funds, but it did not authorize the agency to draw down the
funds. The 2" GAN then authorized the drawdown of funds, but in many cases the 2™ GAN
was issued after countless reviews and revisions that when the 2™ GAN arrived it was so far
into the grant performance period that the grant period had less than 6 months left with no
automatic extensions provided. This was particularly true of the 2006 grant cycle. Many of the
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grants did not get the 2™ GAN until October of 2008 when the grant period of performance was
to end December 31%, Additionally, this was only done after the Grant After Action
Conference when, as in our case, we personally had to travel to D.C. to make our complaints in
person.

During this period we still had an agency within our group that has not received its
GAN to spend down on a correct project amount. It authorized an incorrect amount, they were
given inconsistent information, and referred back and forth between TSA personnel and FEMA
personnel (see Fiscal Year 2006 Transit Security Grant Program, Standing Issues FEMA/TSA,
Southern California Regional Rail Authority).

FY 07: This base year funding did not seem to be as difficult as the previous year.
Unfortunately, the supplemental funding was fraught with problems. In that year’s
supplemental allocation, our region received an additional $4.3 mil to the base allotment of $7
mil. Upon notice, our agency met and developed our projects and began preparations for
submission of our investment justifications (1J°s) (see also FY 07 Transit Security Grant
Program (TSGP)-Chronology).

By mid-year, we met with members of TSA in what initially was to be a review of our
1J’s for the base amount. It ended up being an impromptu 8 hour long briefing on the region’s
security strategy. There was much time spent on discussing and explaining our security needs.
The frustrating fact of this meeting was that the information was already contained in the
Regional Transit Security Strategy document we were required to develop and that was already
submitted to TSA. These TSA members admitted they had received the document but had
chosen not to read it beforehand. It was at this point that TSA was well aware of our region’s
needs and that they were based upon the various Threat and Vulnerability Assessments TSA
had paid millions of dollars to develop.

The following month, we received news from “the review panel” that our 1J’s were too
technical and needed simplification so an average person would understand them. We were
instructed to ignore the % page limitation on the 1J templates. Yet we continued to receive
demands for clarification and correction before we could receive our spend-down GAN’s,
which is the constant source of delays. When we gave them simplicity, they asked for more
technical details and then vice verse. We would receive requests for clarification such as what
is meant by “ongoing surveillance” for cameras, “slave over to video” or “‘emergency
telephone™ and even “multi-agency”, which in this last instance was directly followed in the
sentence in question with “(Fire, Urban Search and Rescue, Law Enforcement, and SWAT)”.

August of 2007 was the month our region received news that we would be getting our
supplemental amount. However, we received some disturbing information that a member of
TSA had met with Metro’s contract law enforcement agency privately and without the region’s
knowledge. In that meeting, it was learned that this member had directed that agency to apply
for half the supplemental amount for an “Operational Package” (O-Pack) and it would
automatically be approved. Additionally, we learned that ours was not the only law
enforcement agency across the country to which this direct offer was made. We had strenuous
objections to that action and felt that it undermined our collective regional transit security
efforts and was counterproductive.
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In October, TSA had scheduled a “secure” briefing to inform agencies across the
country about current intelligence regarding threats to mass transit. This required all
participants to fill out documents for a security clearance in order to attend. The invitations
were for the CEQ’s/GM’s of the respective agencies. However, TSA failed to realize that the
date of the briefing coincided with the annual American Public Transportation Association
conference. Even upon carly notification of this problem, TSA did not reschedule. At TSA’s
briefing, participants were notified that no clearance had been granted and TSA used the
meeting to promote how well TSA was doing to address security threats nationwide. When
asked directly about specific threats to our systems, the response was simply a remark of “If
you knew what we knew, you would understand.” TSA did not even make an effort to deliver
an unclassified, sanitized version of threats to mass transit systems (note: the following year a
member from DHS informed us that the information TSA was referring to related to concerns
attached to the Madrid and London bombings and the tactics used, information which was
readily available in open sources). Later on in the briefing, a TSA official answering concerns
about the grant guidance stated that the grant guidance did not need to be followed and that
TSA would take care of each unique situation.

In late October, the region met with TSA and FEMA grants personnel to go over our IJ
for the supplemental funding. However, the following eight hours were again spent explaining
what our security strategies and training levels were. This was used to somehow convince the
region that we should support giving up over $2 mil of the supplemental funding for O-Packs
that had already been decided in secret. TSA spent several hours atternpting to convince the
regional members of the benefits of O-Packs. The regional members knew that this was a fore-
gone conclusion and did not resist, but questions did persist. A question arose about the transit
agency having to cover any cost overruns of the O-packs since the funding ownership was with
the transit agency and not the law enforcement agency. The TSA member simply stated that
would not be a problem. However, the FEMA member stepped in and stated that in an audit,
the transit agency would be accountable for the overruns per the guidance and the language of
the grant needed to be changed. He further stated that only an Information Bulletin (IB) could
change the grant guidance.

It must be noted here that this is a recurring problem with TSA in that they have made
promises or exceptions for individual agencies but have not furnished an IB to cover their
statements.

During this period, issues with another agency within our working group were again
plagued with inaccurate GANs for drawing down funds. In this instance, from February 08
until October 08 the problem persisted. As part of that year’s supplemental funding, the agency
received a GAN for their project but it was addressed to their contracted law enforcement
provider. In March of 08, the California Office of Homeland Security, our State
Administrative Agency (SAA), received a GAN for over $1.6 more than this agency had
requested for the project. In July, FEMA instructed our SAA to issue an award letter for that
incorrect amount. Later that month, the transit agency officially refused to move forward on the
incorrect amount, citing concerns about being bound to a legal document with an amount they
and the Federal Government knew to be incorrect (see Fiscal Year 2007 Transit Security Grant
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Program (TSGP) Supplemental Funding, Subgrantee Period of Performance, October 1, 2006
through June 30, 20010, Standing Issues FEMA/TSA, Orange County Transportation
Authority).

In November, TSA had requested a meeting to go over the 17’s for the base year and
supplemental grants dollars. At this meeting, TSA yet again delved into what training members
of the region’s agencies had received regarding terrorisin awareness. The details they required,
without any prior notice, were:

Name of the course(s); number of employees, including frontline and other personnel;
dates; what were the future plans for training; who was teaching and planning to teach
these courses; and what was the sustainment plan for this training...with or without
Homeland Security Grant funding.

Once that was completed, TSA went on to indicate the need for further clarification on
IF’s submitted on projects that only addressed hardening facilities and not O-Packs, training or
training development. These clarifications only addressed why they were important to the
agency in protecting their infrastructure.

Lastly, at this meeting it was explained to TSA that equipment for the “pre-approved”
O-Packs was not eligible in the supplemental. TSA then unilaterally decided it would come
from the Base FY 07 TSGP funds and wanted to reallocate funds within the previously
submitted investments. The regional members wanted to discuss in a closed session how it was
going to reallocate the funds, but the TSA member, as the grantor, insisted on being allowed to
participate. The regional members insisted he leave and the State SAA supported our
recommendation and assisted the TSA member out with them in order that the regional
members discuss the project cuts in private. After the cuts were decided and the TSA and State
SAA members were allowed to return, TSA unilaterally announce to the regional members that
the FY 08 Grant Guidance will contain language that TSA will be a Co-Chair in the RTSWG.

FY 08: Upon receipt of the grant guidance, there was in fact a notice that not only was
TSA a “Co-Chair” for the region, but that the two contracted law enforcement agencies in the
region were specifically named as sitting members of the region, entitling them to direct grant
funding (see TSGP Grant Guidance FY 2008, pgs. 1,2, 3 & 16). In addition, the guidance went
on to include that the contracted law enforcement agency had the authority to approve the
contracting agency’s Security Plans and also to certify the review of their projects (see TSGP
Grant Guidance FY 2008, pgs. 1, 2 & 3). Lastly, any O-Pack project submitted made the Law
Enforcement Agency a Sub-Grantee/Recipient of the transit agency thus holding the agency
accountable for what law enforcement does or fails to do. We officially notified our TSA
grants representatives and our State SAA about the inherent conflict of interest these additions
created. We also notified them that the idea of TSA being a “Co-Chair” was not acceptable in
a Working Group that does not have a Chairperson to begin with, that all members sit as equals
to put forth their projects within the grant funding available. They continued to insist that these
agencies have a seat at the table as members. TSA went on to state that the law enforcement
agencies didn’t have to “approve” the agency’s plans and that we could simply “line through
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APPROVED and hand-write in CONCUR?”. We stated this was not acceptable and requested
an IB to this effect, but to this day we have not received one.

This particular point coincides with a new scheme for what categories of projects were
to be submitted. The new scheme established grouped categories of projects; training, public
awareness, and O-Packs being in the top group (see TSGP Grant Guidance FY 2008, pgs. 7 &
8). Infrastructure hardening projects fell into lower groups, 2, 3, and 4. Then each group
received a score value; group 1 getting 4 points, group 2 getting 3 points, group 3 getting 2
points, and group 4 getting only 1 point. Your project would then receive a score and if the
score was too low (whatever that score was, as we have never been told) your project would be
rejected and your region’s project money reprogrammed to some other region. In this regard,
TSA turned a dedicated Tier I Grant Funded program into a Tier II-like competitive grant type
program if your agency did not choose a group 1 or 2 project. Additionally, TSA’s grant
guidance also states that funding is “Risk Based” by an “empirically-grounded risk analysis
model” and consultation with our agency (see TSGP Grant Guidance FY 2008, pg. 6).
However, we were and are not aware of any consultation about project types and when we
asked TSA what our agency’s risk analysis and score was, no response was ever provided nor
an explanation of how it was derived except to say that it was classified.

During this grant cycle, our region decided that we would work at developing and
selecting Group 1 & 2 type projects, attempting to squeeze our needs into these categories or
face losing grant money. Though our projects have been given the first GAN, we continue to
go through the difficult re-write process and on some projects we are on our 4" revision,

FY 09: In the middle of 2008 there was to have been an After Action Review (AAR) of
the FY 08 grant cycle, whereby agencies could voice their concerns with that grant year and
provide valuable input for the FY 09 Grant Guidance. The date was initially set and to be held
in Florida, Unfortunately, Hurricane Ike struck and the dates were reset and given new
locations. This time there were to be two AAR’s; one in Seattle and one in Washington D.C.
Unfortunately, the dates were set too far out (October) to have any impact on the formulation of
the FY 09 Grant Guidance. Our region, though on the west coast, opted for D.C. in the hopes
that “higher-ups” in TSA would be present. That did not occur. Instead, TSA staffin
attendance included two people who had no authority to effect change. Our concerns were to
be noted and taken to those who could effect change, yet in the FY 09 Grant Guidance, nothing
had changed. To our disappointment, all issues, concerns and recommendations that were
raised throughout the previous grant year were never implemented or addressed.

The FY 09 grant year was also the year that the State SAA’s were removed as the
Grantee. However we have determined that the relationship our working group has with the
State is very cooperative and supportive. We continue to work with them in managing the
grants program in an advisory capacity. Additionally, this year’s grant guidance included more
specific language about an agency’s requirement for sustainment of an O-Pack for 5 years
beyond the grant period (see TSGP Grant Guidance FY 2009, pg. 32). When requesting
clarification about whether that was a requirement for just a plan or would the agency be
obligated to actually maintain the project for 5 years beyond the grant, our contract law
enforcement agency received an email reply stating “The expectation is that the knowledge and
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capability would be sustained in some way for transit security and anti-terrorism, although not
strictly required.”(see email Eckles, Jack, dated December 30, 2008 4:49 PM). However, when
we requested an 1B, none has been forthcoming and we have since withdrawn our 1J for an O-

pack in the FY 09 grant cycle.

VIPR teams: Transit Security Inspectors (TSI’s) participate in VIPR exercises at Metro and throughout
the region. They also provide an unannounced, high-visibility presence in a mass transit or passenger
rail environment. These VIPR teams mostly act as patrollers who monitor suspicious activity and
whose presence may deter terrorist activity. They are extremely useful in augmentation of existing
personnel within a transit system. However, there are too few teams available for most of the events
and activities for which they are most needed. This has also been pointed out by DHS’s own Office of
Inspector General Report, dated February of this year. Throughout a particular year, due to their
limited number, they are primarily scheduled for planned major events, such as the Rose Parade/Bowl,
Los Angeles Marathon, or the Academy Awards. The remainder of their appearances is infrequent and
not significant enough to have a major impact on deterrence within the region or our system. More
teams would of course be better with an increase in coordination and notification to the agency and not
just law enforcement.

Recommendations:

-Agency Ridership #’s in Tier 1, qualifications for grant funding: Agencies in Tier I do not always
meet the ridership qualifiers for Tier I grant funding guidance, but are not eligible for competitive Tier
1I funding because they are in Tier I. The requirements need to match the membership. If you are a
Tier I member, you should qualify for a Tier I project.

- Industry Peer panel for grant guidance development and roundtables annually to discuss any new
DHS/TSA priorities or security emphasis-allow the transit agencies to determine the project to solve
the security concern. Additionally, allow the transit agency to put forth their concerns and issues and
ensure that at the completion of conference, all parties understand what the next grant guidance will
be.

-Utilize Threat/Vulnerability Assessments for each Agency to determine priorities and have TSA use
the assessment and use the assessment as a progress and accountability matrix of performance and
progress towards identifiable and quantifiable risk reduction.

-Detection, response & recovery projects (including Chem. & Bio. Detection) should be an available
project in a specific category. Due to the expensive nature of the current technology of Chemical and
especially Biological detection, the project should be funded for not only installation but also on-going
maintenance.

-Maintenance/Administration Costs: The current 2.5% is way too low, more like 10-15% more
realistic; guidance on how it is to be calculated needs to be more clear.
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-Transparency in grant allocations to regions (NY 1/3 of all national $$ vs. CA 13%)
-Grants Program Management: TSA or FEMA, one or the other

-More predictability and flexibility in implementing priorities: allow agencies to engage in more long-
term projects covering multiple grant years.

-Decrease emphasis on operating initiatives due to the fact that Law Enforcement has UASI grants that
can be applied to the region as well. TSGP should not be used to supplement UASI grants.

-Expedited approval process similar to the FY 2007 “Expedited Training Requests” for all projects.

-DHS/TSA should only contact the transit agency’s designated representative regarding security
initiatives and not a subordinate or contracted law enforcement department or agency.

-1J’s should be allowed to reference security sensitive documents instead of actually including them.

-More streamlined 1J consistent with the general guidelines of FTA’s Section 5307 will provide
agencies with a broader range of eligible costs and streamline the grant process (for examples see
Transit Security Grant Program Improvements, December 2007).

-For additional information please reference “After-Action Confernece (AAC), Wednesday, October
15, 2008, TSA Headquarters, 601 S. 12" Street, Arlington, VA, 22202” and “Key Issues with
FEMA/TSA Being Involved with the TSGP”.

We all know that the 9-11 Commission Report cited the “Failure of Imagination” as one of the most
significant shortcomings in security before the terrorist attacks. Also, the Office of Homeland
Security’s Mission Statement for the Transportation System Sector states “Continuously improve the
risk posture of the Nation’s transportation system.” And to further this position, DHS’ own Sector-
Specific Plan “...describes the security framework that will enable sector stakeholders to make
effective and appropriate risk-based security and resource allocation decisions.” (Emphasis added)
(Transportation Systems, Critical Infrastructure and Key Resources, National Infrastructure Protection
Plan, May 2007, Executive Summary, pg. 2) Our region supports these ideals and seeks to enable
them in a flexible and manageable way. We know and understand the asymmetrical threat we face and
we know our systems best. As an experienced battleficld commander, having served in Iraqg, I know
the threat we face as do many others who work in our industry. We need to be allowed to influence
our agencies’ security destiny with the funds the American people have given us.

In summary, I would like to say that my agency and our region would like to see a reformed Transit
Security Grant Program that encourages and supports imagination and innovation at the local level in
executing the intent of Congress in securing public transit as a national critical infrastructure asset. In
order to achieve this goal, we need maximum flexibility and discretion at the local level to operate
within a broad but well defined program and grant guidance from TSA.

Thank you, Mr. Chairman. 1 would be happy to answer any questions you may have.
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Commander for a Civil Affairs unit involved with reconstruction and humanitarian assistance efforts for which he
received a Bronze Star and Purple Heart. Mr. Eckles has trained or trained with service members from countries such as

Great Britain, Australia, Norway, Spain, Algeria, and the Ukraine.
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AWARD AND FUNDING DELAYS

Mr. PricE. Thank you. We obviously have a great deal to talk
about.

Since 2002 and including the recently enacted economic recovery
package, Congress has appropriated a total of $1.67 billion for
mass transit and passenger rail grants. These funds are used for
security enhancements, including infrastructure protection, deter-
rence, facility hardening, employee training, and other purposes.
There are numerous statutory requirements placed on TSA and
FEMA as to how quickly this funding must be awarded and how
quickly it must be provided to transit and passenger rail agencies.

However, once the award has been made, once the funds are obli-
gated, this funding is commonly sitting around for up to 2 years
before it is spent. We have heard a good deal of testimony this
morning to that effect together with some of the reasons for this
delay and some of the frustrations that accompany this delay. $130
million, or 93 percent, remains unspent from 2006 rail and transit
awards. Over 5268 million remains from 2007, that is 99 percent,
and so forth.

[The information follows:]
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The Subcommittee has heard repeatedly from transit entities, in-
cluding those this morning, about not just the slowness of decisions
being made but the extraordinary difficulty of coming to agreement
with TSA about specific expenditures, and priorities, and criteria
and so forth. We need to understand this more adequately and fig-
ure out how to get around these problems, just to put it mildly.

There is one thing that the 9/11 Act did which was designed to
expedite the awarding of grants. We required in the 9/11 Act that
these awards be made directly to transit and passenger rail agen-
cies instead of being administered through the States. I am hearing
Mr. Morange say this morning that perhaps that is irrelevant, and
in fact there are other good reasons for involving the States more
directly in this process. So maybe that statutory requirement or ac-
tion was misguided.

Anyway, I want to ask all of you in turn to address this. Mr.
Ashley, Mr. Sammon, can you please explain to the Subcommittee
why 1t takes so long for transit and passenger rail agencies to
spend their grant awards? How do you account for the delay? How
do you explain that and what are you doing or what can you do
to make sure that the dollars are distributed more expeditiously?
What kind of due diligence are you trying to exercise to make sure
this doesn’t become just an endless morass of shifting criteria,
standards, nontransparent processes and all the rest that we have
heard described here today? How can we solve this problem?

The Subcommittee has heard a lot of complaints, persistent com-
plaints from a variety of transit and rail agencies about restrictions
on how grant funds can be used, and on uncertain shifting signals
about how grant funds can be used. Entities have complained that
they must continue to spend funds for training when their employ-
ees are already up to speed. Others have complained they are not
allowed to use funds for chemical or biological sensors in their fa-
cilities, although their own assessment is that that is the primary
need. Mr. Eckles has outlined some of these frustrations. And then
finally let me do ask about the decision to not have the States any
longer as the grantee. Has this change had any effect in allowing
the dollars to be spent more expeditiously? Are there other reasons
for having the State involved, as Mr. Morange I think suggested?

Let’s start with our Administrator.

STATE ADMINISTRATIVE AGENT ISSUE

Mr. AsHLEY. I will start from an overall perspective, from a grant
management perspective. First, let me comment on the State Ad-
ministrative Agency (SAA) issue. This is actually the first year that
the dollars will go directly to the transit agencies. This will be a
new process. Previously, the dollars had gone through 56 State Ad-
ministrative Agencies, and the transit entities would then be the
subgrantees.

That inherently, in some people’s view, created a delay in the
process, because the funding would go to the State, the State would
subgrant, and that process created delays.

Mr. PRrICE. I must say though that none of the accounts we have
heard this morning cite that.

Mr. ASHLEY. No, sir, but that would add to the overall delays
from previous years. Although it makes a lot of sense when you are
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looking at the regional collaboration. FEMA and TSA would both
support the continued use of that process. For the last two years,
the appropriations laws have mandated timelines that have been
met, both in terms of getting the guidance out and making awards.
We have consistently done that over the last two years.

In previous years, in 2006 and such, there were extensive delays
in getting both the grant guidance as well as the awards out. So
there have been improvements in that area as well.

DRAWDOWN OF FUNDS

As far as the overall drawdown of funds, when you look at
awards being made and then funds actually being depleted out of
the Federal treasury, there are a number of issues that surround
that. Some are at the local level, some at the Federal level. Let me
talk a little bit about the Federal bottlenecks and what we are
doing on our end.

They primarily reside with two major issues. One is ensuring our
role as the fiduciary agent of the dollars to ensure that the dollars
are being spent according to good practices, and that we have de-
tailed budget worksheets—all of the fiduciary responsibilities that
we have in place to ensure that the taxpayers’ dollars are being
spent effectively. That is part of it—having those detailed budgets
and all of that before projects are authorized to spend down.

HISTORIC PRESERVATION REQUIREMENTS

The second is, the environmental historic preservation require-
ments on some of the specific projects in all of these grant pro-
grams. If you take, for example, projects in New York where just
about every facility that is going to be modified is greater than 50
years old, you are talking about an environmental and historic im-
pact statement that must be conducted. Some of those statements
are very detailed and take a long time to complete. That creates
delays in the program.

At the local level, we primarily see the acquisition process. There
is in every local jurisdiction a different acquisition process that
takes time to get those monies out the door, and then on a reim-
bursable basis for those monies to actually be drawn down out of
the Federal Government.

That outlines some of the processes. As far as improvements go,
specifically with the environmental historic preservation, this year
we have allowed our program analysts at FEMA to take level A
projects, the first level of EHP projects, and categorically exclude
EHP from it and allow grantees to be able to draw down on monies
that do not have environmental impacts.

Regarding Level B, or the second level of environmental historic
projects, we allow the program analysts to work directly with our
NEPA staff at FEMA to collaboratively get these projects rapidly
through and approved for a drawdown.

For the third level projects, we have to turn them over to the
NEPA staff to do the environmental historic impact statements be-
fore funds are allowed to draw down.

When we talk about drawing funds down, if we look at New York
just as an example here, if we look at the 2006 funds, 96 percent
of the funds are available to be drawn down today of every dollar
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that is there. There are a couple of “cat and dogs” projects out
there. Ninety-two percent of the 2007 and 96 percent of the 2007
supplemental funds are available today to be drawn down.

In Los Angeles, or California I should say, in total: 88 percent
of the funding in 2006, 60 percent of 2007, and 61 percent of the
2007 supplemental funds are available today to be drawn down.
You can see they are differing across different transit agencies and
there are a number of different reasons for each one. A lot of the
California stuff is tied up in FEMA’s EHP process.

TSA ROLE

Mr. PrICE. As I understand it, 90 percent of complaints, have to
do with TSA, not FEMA. So the extent the factors you cite loom
large in your own mind wasn’t mentioned in any of the specific ac-
counts we heard, but I do think we need to put the TSA role into
perspective here. That appears to be where most of the delay is oc-
curring.

TSA MODIFICATIONS TO GRANT LANGUAGE

Mr. SAMMON. Thank you very much for this opportunity. The
language for the grants in 2008 was modified to go to the agencies
and further modified in 2009 to go directly to transit agencies. In
2008, TSA wanted to establish the most transparent process we
could. So, we did the grant guidance, there is a lot of verbiage be-
hind it, but basically, this chart shows you the types of projects.
Because we anticipated Congress saying “get the States out of the
process” and have agencies competing directly agency-to-agency, we
wanted to make clear what the security priorities were from an ef-
fectiveness basis, not only from a security effectiveness but also a
cost effectiveness basis. We ranked them one through six and each
category has a score. So, anybody can look at this and say here is
a category and the score.

SECURITY RANKINGS

Separately we have security rankings for the top 150 agencies,
and as protected SSI we provide those agencies with security
rankings. Mr. Morange knows his, in Los Angeles they know theirs,
and the other agencies know theirs. On a very transparent, simple
basis, an agency can look at a project and make decisions where
they think they will be in terms of putting up fences in bus yards
versus where they might be in terms of training employees, or as
Bill said, in terms of public awareness. It is very simple, very
straightforward, and very transparent.

INTERACTION WITH THE TRANSIT COMMUNITY

In our interaction with the transit community we did add in the
three largest jurisdictions in the country where the security agency
is providing the boots on the ground, every day security—NYPD,
Chicago Police Department and Los Angeles Sheriff Department. I
know Mr. Eckles refers to him as a security contractor, but Sheriff
Baca with the Sheriff’s Department for Los Angeles County is a lit-
tle bit more than a security contractor. We included those folks at
the table because we wanted to make sure, from a security stand-
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point, that we were getting the best day-to-day, law enforcement
view of what was happening down in the subway, on the bus lines,
and whatever else, at the table for that discussion in terms of what
really are the regional priorities. Some people work with it, some
not. But, we feel, from a security standpoint, that the people who
are the boots on the ground, front-line, every day, day in, day out,
people who are securing the subway, have an opinion of what is im-
portant to do their job every day. We included those folks and
made the process better. In terms of the specifics that Mr. Eckles
is talking about, my staff could address those. I do not know those
personally.

But, the idea was to make it as transparent as possible and to
let people choose. In terms of the biological/chemical detection sys-
tems that was taken out in 2008 by other folks, it is back in this
year’s application and they are qualified things that people can
look at and ask for. But, rather than go through some mysterious
process, we use this. It is available on the TSA Web site where
anybody can see it. It is simple as possible to say how should I
apply for these monies and we made it as straightforward and sim-
ple as it could be.

Mr. PrRICE. Thank you. I am going to ask our two transit rep-
resentatives to respond very briefly. Assuming that this line of
questioning will be pursued by Mr. Rogers and others, this will not
be the only chance to further this exchange. Mr. Morange, if you
could just respond briefly, particularly to the point about the
State’s place in the process.

Mr. MORANGE. We believe—we have found, you know, working
along with all the other partners that we have up in the New York
region, that if the State would pull us all together and be the guid-
ance and, you know, not be the dictator of what is going to be done,
but they would be the guidance to come along with a regional secu-
rity strategy—because what we found out in the past is, like with
the NYPD—I have spoke with the NYPD commissioner on many
occasions. We have partnered up on things that we have done.

But we have found out that one agency would be putting in cam-
eras here, we would be putting cameras in here. Learning the tech-
nology and finding out what is the right way to do this, what is
the best way to put these systems in. As you well know, everybody
went into an integrated electronic system that they wanted. The
Port Authority had their own, the NYPD had their own, and we
had our own. And we could have got more out of it if we all would
have just combined our efforts and got together.

And I really believe that the State should be part of that process
to bring us together and come out with a security strategy that we
could go to TSA and say, this is our strategy, this is what we would
like to do.

Mr. PrIiCE. Thank you. Mr. Eckles.

Mr. EckKLES. Our State representatives have been very sup-
portive of our region’s actions and our decisions in following our
strategic plan that we were required to develop. They don’t dictate
to us what we should be doing. They don’t hinder us, and they
haven’t hindered us. They have been a great advocate and a great
representative in trying to deal with TSA and FEMA when we run
into obstacles or problems.
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In terms of a delay in funding, we haven’t found that the State
has created any kind of delay in funding once it has been approved
at TSA.

Mr. PrRICE. We will return to the explanations you gave for the
delay in funding and how this all comes together as we proceed.

Mr. Rogers, let me turn to you.

FUNDING AVAILABILITY

Mr. ROGERS. Mr. Chairman, I am absolutely confused. I don’t un-
derstand what has been said. I am trying to understand what the
problem is.

Mr. Sammon, you say that a great percent of the monies avail-
able to these two systems is available now to be spent. Who said
that?

Mr. AsHLEY. I did, sir.

Mr. ROGERS. Is that correct?

Mr. ASHLEY. Yes, sir.

Mr. ROGERS. Repeat that briefly.

Mr. ASHLEY. The percentage numbers?

Mr. ROGERS. Yes.

Mr. ASHLEY. Yes, sir. I can speak to any one of the Tier 1 large
transit systems.

Mr. ROGERS. Keep it simple.

Mr. AsHLEY. If we look at fiscal year 2006 funds for New York,
96 percent of the funding is available to be drawn down today.

Mr. ROGERS. Today?

Well, Mr. Morange, why haven’t you drawn that down?

Mr. MORANGE. Well, on most of the drawing down of the funding,
you know, we have to put in vouchers and all. And this has been
ongoing. A lot of times, we don’t even find out that the grant has
been awarded to us until almost a year and a half after the clock
starts running.

Mr. ROGERS. He says the money is available now.

Right?

Mr. ASHLEY. Yes, sir. Of the 2006 dollars

Mr. ROGERS. Now, what does it take for him to get that money?

Mr. ASHLEY. Submit a reimbursable, you know, that the funds
have been expended and

Mr. RoGERS. He spends the money and then bills you for what
has been spent.

Mr. ASHLEY. Yes, sir.

Mr. RoGERS. What about that, Mr. Morange?

Mr. MORANGE. I don’t really know, at this point. I will have to
get back to you, because we have a staff that does that. But I am
sure that

Mr. ROGERS. Surely you know. Surely you know whether or not
you can support with paper the expenditures that he says you must
have. That is not difficult to understand.

Mr. MORANGE. But I am saying I believe that we have put in for
all of these expenditures that we have used in 2006. And I believe
that we have done almost everything in 2006. So I don’t know

Mr. ROGERS. Mr. Ashley, he said he has already done what you
requested.
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2006 FUNDING DRAWDOWN

Mr. AsHLEY. I don’t have the drawdown figures in front of me on
how much of the 2006 funding has actually been drawn down. Of
the 2006 funding, all of it is available to be drawn down. I don’t
have what has been drawn down in front of me.

Mr. ROGERS. Does anybody here on your staff know?

Mr. ASHLEY. Do we have the drawdown figures?

No, but we can provide that back—by grant program, by project.
Actually, your staff may have that information. We provide those
reports to your staff on a, at a minimum, quarterly basis.

Mr. ROGERS. Well, Mr. Morange, have you submitted all of your
expenditure papers that are required before you can get the draw-
down?

Mr. MORANGE. I believe that we have submitted all of the paper-
work on everything we have completed.

Mr. ROGERS. What about that, Mr. Ashley?

Mr. AsSHLEY. I would have to check, sir. I don’t know what has
been submitted at this point.

Mr. ROGERS. Why are we having this hearing? Why are we here?
If you don’t know how much money has been drawn down or how
much is due to be drawn down, the taxpayers are getting screwed.
There is nothing new about that, but, goodness gracious.

Well, Mr. Sammon, you tell us. You have to approve this stuff,
too.

Mr. SAMMON. We do. We approve it. All those projects have been
approved, as Ross said. The money has been obligated, it has been
approved. But the drawdown numbers—FEMA has the numbers;
we don’t have the specific drawdown numbers. But I believe all
that.

For instance, when Bill mentioned—earlier, we mentioned the
drawdown over Thanksgiving for the response to the threat. That
was 2007 money or whatever else that was drawn, 2008 money
that was drawn out of the account and paid for that surging activ-
ity. So there is current money in the accounts. But I don’t have
the——

Mr. ROGERS. Mr. Eckles, what about you? Tell us. I know you are
perfectly content with all of this. Tell us your story.

Mr. ECKLES. Well, let me give you an example about 2006, since
they have figures to tout 2006. We had a project that didn’t get
2006 approval until July of 2008. And the——

Mr. ROGERS. What I want to know is, have you submitted draw-
down justifications to them that have not been satisfied?

Mr. EcKLES. We haven't got—well, we have gotten all of our
grant authorization to spend down, as of October of 2008 for 2006
funds. So, yes, we have done that.

Mr. ROGERS. You have done what?

Mr. EckLES. We have submitted whatever reimbursements are
required for the projects that finally got started in October of 2008.

Mr. ROGERS. And have they paid you?

Mr. EckLES. Not to date.
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2006 FUNDING DRAWDOWN CONT’D

Mr. ROGERS. They have not reimbursed you for the papers that
you sent in that you spent?

Mr. EckLES. Right. There is a pretty big lag time to get that
back. It is, what, about 3 to 6 months?

Mr. ROGERS. Well, how long ago did you complete sending the
paper work?

Mr. ECKLES. We do it incrementally. So

Mr. ROGERS. Help me out. Make it simple, please. Tell me, when
did you submit the justifications to be reimbursed for?

Mr. ECKLES. Since they only started in October, we have only
had one submittal in December, for DART. So December was our
first submittal of our initial reimbursement request.

Mr. ROGERS. Have they reimbursed you for the expenditures that
you have made?

Mr. ECKLES. Not yet.

Mr. ROGERS. What is the problem?

Mr. ASHLEY. I would have to check on the specifics for the——

Mr. ROGERS. Oh, for God’s sake. Did you bring anything with
you?

Mr. AsHLEY. Not on what we have actually paid out, no, sir.

Mr. ROGERS. Holy cow.

Thank you, Mr. Chairman. I have heard all I want to hear.

Mr. PrICE. Mr. Rothman.

Mr. ROTHMAN. Thank you, Mr. Chairman, for holding this hear-
ing.

And I join Ranking Member Rogers. I am shocked that, for exam-
ple, FEMA and TSA don’t know how much of the 2006 money has
gone out. Don’t you need to know whether the people’s money, as
approved by the Congress, has been spent according to the
Congress’s will as expressed in legislation that governs your agen-
cies? Don’t you want to know if it is being spent? Because if it is
not being spent, then you are not fulfilling your obligations to keep
rails safe in America. Don’t you want to know if it is spent?

Mr. Ashley.

Mr. ASHLEY. Yes, sir, we do want to know how it is spent, when
it is spent and all of that. We do provide—and it is my mistake for
not having the reports in front of me—but we do provide both to
your staffs. We also use it internally—exactly how much money is
drawn down on a regular basis.

Mr. ROTHMAN. Excuse me, sir, I apologize. I don’t know—could
you explain your responsibility? How could you know the rail secu-
rity picture in the United States if you don’t know what has been
spent from the 2006 budget? How can you be doing your job prop-
erly if you don’t know?

And I am not saying you need to know every dollar, to the penny.
How about a ballpark figure? I think that is more of a rhetorical
question.

But let me just say this. There is also a great disparity, appar-
ently, between what the chairman of the committee knows and
what you say is the truth. The chairman said that 96 percent of
the money was unspent nationwide in 2006—excuse me, 93 per-
cent—and 99 percent from 2007 unspent. But you say that they are
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available for drawdown, but, frankly, you don’t know if they have
been spent or not.

APPROVAL OF THE 2006 BUDGET

How about Mr. Eckles, Colonel Eckles, who says that it took him
until October of 2008 to get approval for the 2006 budget? Mr. Ash-
ley, how do you explain that considerable delay, sir?

Mr. ASHLEY. For fiscal year 2006, there were considerable prob-
lems with the process, as I am aware. I wasn’t here during that
time frame. There was a lot of back and forth, as I understand it,
between the grantees and TSA and FEMA at that point. The proc-
ess was completely different then. I was made aware that there
were a number of unallowable things applied for, and all of that
had to be married up.

Mr. ROoTHMAN. Okay, those were bad practices. You weren’t
there.

Mr. AsHLEY. Correct.

PROCESS IMPROVEMENTS

Mr. ROTHMAN. On a scale of one to 10, Mr. Ashley, 10 being all
the problems that caused this delay for the 2006 funds—10 being
all those problems have been fixed, what number would you give
the process now?

Mr. ASHLEY. Where one would be the best?

Mr. ROTHMAN. Yes.

Mr. AsHLEY. I would say we are probably around a four to five.
We still have a long way to go in the process to improve it, to make
it streamlined, to make it, as Mr. Eckles said, more transparent.
We still have a ways to go in that process.

Mr. ROTHMAN. What is the problem?

Mr. AsHLEY. I think a couple different things. One is, it is the
natural maturing of grant programs. If you take the Port Security
Grant Program to date, which has been around for quite a long
time, the process is much more of a streamlined process that goes
forward. We have a different process in place for our Tier 1 transit
agencies than we do in our Tier 2 transit agencies.

Mr. ROTHMAN. Okay, but these are the Tier 2 folks, right?

Mr. ASHLEY. Right.

JOINT ADMINISTRATION BY FEMA AND TSA

Mr. ROTHMAN. I know my time is limited, but do you gentlemen,
Mr. Sammon or Mr. Ashley, do you have an opinion on whether the
grant program that the transit—the security grant program should
be administered jointly by FEMA and the TSA, or should it be ad-
ministered by only one of your organizations?

TIER ONE PROCESS

Mr. SAMMON. I think the joint administration works because TSA
sets the policy.

Let me, if I can, just walk through quickly, in terms of the Tier
1 agencies, how the process works. In 2006, it was a hands-off proc-
ess that was strictly done all by competitive submissions. When the
submissions came in, no one could talk to the applicant grantee—
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we could not have a conversation, you couldn’t pick up the phone
to talk to the grantee to ask them questions about the grant.

Mr. ROTHMAN. Was that as a matter of law?

Mr. SAMMON. That was a matter of the process at that time. So
we changed

Mr. RoTHMAN. Was that as a law? Okay. That wasn’t law as
written by the Congress. It was regulations written in the Bush ad-
ministration?

Mr. SAMMON. It was probably DHS grant guidance.

So we looked at that, and that was failed. So we said let’s set
up a different process; we call it a cooperative agreement. The way
it works is that TSA and FEMA sit down with the regional working
group, we discuss any guideline changes, funding priorities, ask
preliminary questions, and the agencies develop their project con-
cepts. They might say, I want to harden tunnels, I want to hire
personnel or I want canine teams. The project concepts are prelimi-
narily scored and ranked, because we——

Mr. ROTHMAN. Excuse me, Mr. Sammon. I have overdone my
time.

Mr. Ashley said 40 percent to go to get this right? Am I right,
40 percent to go?

And maybe someone else can ask the two guys on the ground,
Mr. Morange and Mr. Eckles, if they agree that there is 40 percent
to go, and this is how many years after Congress first provided
money. It is unacceptable. I think heads should roll and people
should be fired.

Mr. PrICE. Mr. Kirk.

CASH FLOW REPORT

Mr. Kirk. Thank you, Mr. Chairman. Just two quick things, and
then I am going to yield to Mr. Rogers.

You are an Air Force veteran, a lot of experience in information
technology. My gentle suggestion to you would be to cancel all
leave, crash this weekend, and get this committee a cash-flow re-
port by Monday morning. And I would hope that you would be able
to do that.

Mr. ASHLEY. Yes, sir. And I think it is my mistake that I don’t
have one in front of me. I think your staff may even have them be-
hind you, but——

Mr. Kirx. Okay.

METRA REQUEST

Secondly, I deal with Metra, which is the largest transit agency
in the Chicagoland area. We put in a grant application to link
closed-circuit televisions to local police departments because, frank-
ly, Metra police is pretty thin and not present. The Department
turned it down saying, hey, because Metra is not the first re-
sponder of record at these train stations, you guys are hosed. And
I would say that is probably overly restrictive. So if you could take
a look at that, that would be a good thing.

And let me yield the rest of my time to the ranking member.



69

TWO AGENCIES IN CHARGE

Mr. ROGERS. I thank the gentleman very kindly for that time.

I have the drawdown information here. For 2008, we authorized
$359 million. You have drawn down $5 million. You have $354 mil-
lion of that left, 98.6 percent still laying around. 2007, in the same
security grant program we authorized $162 million. You have
drawn down $3.5 million. You have 97.8 percent of it laying
around. That is 2007. 2006, you still have 94 percent of it undrawn.
And 2005, there is almost 14 percent of the 2005 money still laying
around.

Somebody mentioned here a while ago, perhaps from the two
units, that part of the problem is we have two agencies that you
have to go through. And I have always figured that when you have
two bosses, nobody is in charge. I would like to have one person
to chew on, rather than two who bat the ball back between them
so you can’t know what is going on and who is responsible.

Do you all agree with that or not?

Mr. SAMMON. I think we view it is that FEMA has expertise in
terms of handling grants. They handle about $4 billion worth of
grants. TSA has the ATSA requirement and its charter to be the
transportation security agency for all modes of transportation. In
terms of setting those priorities, TSA works with FEMA to do that
and then get the money out.

APPLICATIONS PROCESS

In terms of applications and looking at where that goes, we have
a project, for instance, right now from 2008 that we are trying to
get resolution on, for $36 million to harden a tunnel, and the jus-
tification is “construction and materials.” We have been working
with the agency to try to get a detailed justification from them. It
is $36 million with a one line justification. We have others—$5 mil-
lion for CCTV, with a one line justification.

We work with the agencies to try to get detailed information out.
The process is to work a cooperative agreement, get the concepts,
rank them, and then get detailed justifications. In 2008, in par-
ticular, when the matching fund requirement was removed, a num-
ber of the agencies changed the projects around. And we are still
working through that process.

But, again, we have things in there that are one-line justifica-
tions that we can’t put out the door until we have more detail.

Mr. ROGERS. Are these two systems involved in any of those?

Mr. SAMMON. Not for those two examples, no. Those two systems,
in terms of what they have, I think there is one project from 2008
that we are working with MTA on that is about $270 million. I for-
get exactly what it is for, but we are trying to finalize that. And
there is one or two with L.A. that we are trying to complete.

FEMA FIDUCIARY RESPONSIBILITY

Mr. ROGERS. Why is FEMA involved in this?

Mr. SAMMON. FEMA is involved in this because there is a fidu-
ciary responsibility to make sure that, once the money is awarded,
that—first of all, there is the mechanism to put it out the door, the
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administrative mechanism, and then also to make sure that the
money is spent as it was initially proposed.

Mr. ROGERS. Why can’t you do that, TSA?

Mr. SAMMON. Well, TSA currently does not have the mechanism
to do that, the people nor the administration in place. I think the
Department’s view of it is, we have an agency, TSA, which is good
at vetting and security and those kinds of things, but it is not an
administrative agency for grant purposes. FEMA handles 4 billion
dollars in grants across the way.

Mr. RoGeRs. Well, FEMA, God love them, are notorious for being
slow and bureaucratic, and they tie themselves up in knots over
the slightest thing.

Pardon me, Mr. Ashley. I love you, but——

Mr. AsHLEY. That is all right, sir.

Mr. ROGERS [continuing]. I think privately you would probably
admit that is true. And here we see the biggest example of, I think,
that.

But we are frustrated. We don’t know where to turn or what to
do to make it work. I mean, we pump the money into the coffer,
and it just lays there, rotting and mildewing. And the people riding
these subways and mass transit by the millions daily are the peo-
ple whose fate hangs in the balance.

So can we find a way to get the grants out there where the Con-
gress intended them to go?

EXPEDITE GRANT PROCESS

Mr. SAMMON. We will work more closely with FEMA. Also, what
we will do—we probably, in one respect, have been too nice, in a
way, in terms of allowing the back-and-forth process to go on. For
instance, this one-liner from the agency who wants $36 million for
a particular project, we should probably say, if we don’t hear a re-
sponse in 2 weeks or whatever else it is, we will move on.

But, we have been, I think, generous in terms of working with
the agencies and working with changes, as, for instance, in 2008
when the Congress said you don’t need to have matching funds
anymore, a large number of projects were all reprogrammed be-
cause they wanted to change priorities. And we were very flexible
and said we will work with you on that. That is a process that
slows things down.

But we will work on a number of things with——

REPORT REQUIREMENT

Mr. ROGERS. Mr. Chairman, I would like to request that both
agencies, TSA and FEMA, give this Subcommittee a report no later
than 1 month from today about what can be done to expedite these
grants and what the problem is and a timetable for getting this
money out there. I would like to see us require them to give us
something in a month’s time.

Mr. PRICE. Let’s do just that.

We will expect in a month’s time a report on the best explanation
you can give for the problems we have encountered and your plan
for resolving this and giving us money where it needs to be. That
is an important priority for the Administration coming in, and we,
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on this Subcommittee, would like to push that forward. A month
seems about right.

Mr. ROGERS. And it better be good.

Mr. ROTHMAN. Mr. Chairman, may I ask you a question with re-
gards to the report that you and the Ranking Member were talking
about? And maybe this was assumed by you in your request to
these gentlemen, but that the report also include their timetable
and pledge for disbursing the money.

Mr. ROGERS. That was one of the three things.

Mr. PRrICE. Yes, we will flesh this out. But, of course, that is one
thing we want to know, where we stand now and what the current
timetable looks like, as far as they can project it. But much more
than that; obviously, business as usual isn’t what we are looking
for here. We want to see a plan for getting this done.

Mr. ROGERS. And I want to know who is responsible. I want to
know the names and addresses.

Mr. PRICE. In my period of questioning, I want to return explic-
itly to that, because I don’t think we have yet sorted out the TSA-
FEMA roles here. I want to go back to some of Mr. Eckles’s prob-
lem and dissect that account and see exactly where the delays we
are talking about occurred.

But I first want to turn to my friend, Mr. Serrano.

IMPORTANCE OF FUNDING

Mr. SERRANO. Thank you, Mr. Chairman.

Mr. Chairman, I, like all members, had a series of questions. But
I am not going to ask those questions; I will submit them to the
record. Because, at the expense of being redundant, I have to join
the committee in the outrage of what I heard here today.

You know, with all due respect to you two gentlemen, those two
guys, New York and L.A., with all due respect to all the rest of the
Nation, have a pretty tough job on their hands. They have to pro-
tect two of the largest targets in this country. There was a reason
why the terrorists hit New York. It wasn’t because they knew I
lived there. There was a reason: It was Wall Street, it was the
stock market, it was our financial center. There was a reason why
they hit the Pentagon: It was our military strength. There was a
reason why they intended to hit the legislative building or the
White House. So all these things made some sense in a horrific
way.

As a result, we turned this government upside-down and created
this Homeland Security Department of which you are part. And in
turning this country and the government upside-down, we did a lot
of things that some of us still feel bad about, in terms of people’s
civil liberties and civil rights and how we deal with implementing
security.

But one thing we all did, whether we were happy about it or not
happy about it, is we voted year after year—and I have been on
this committee since the beginning—for the funding that goes for
the whole Department and for your specific agencies.

And I have to say that, except maybe for the FBI, which was in
charge of another part of fighting the war on terror, we haven’t
pulled any strings here when it came to holding back on dollars.
A lot of money has been spent.
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So even those of us who still have problems with the way Home-
land Security is run and any of your agencies is run still feel that
the money has to be spent. It makes us look bad if we have to fight
every year to get more money and then the money is not spent.

Understand something. Yesterday the President signed a bill
which was a monster bill. It had nine subcommittees involved in
that one bill. But one of those bills was not Homeland Security, be-
cause that goes out by itself, because every Member of Congress
knows the importance of what you do, or at least what you are sup-
posed to do.

And here we hear that there is money ready to be drawn down
but they can’t draw it down. As far as I am concerned, the money
EV?IS ready to be drawn down the minute the President signed the

ill.

I remember working for the New York Board of Education and
asking the State for money, and they always told me that the
money was ready to be drawn down, except that 2 years later I still
hadn’t received the money for the Title 1 programs. And so I know
what we are talking about here.

I think you should get at least a sense that this chairman, this
ranking member, and this Subcommittee are not happy with the
testimony that came today and that it is totally unacceptable to say
that you don’t have the numbers. Because, again, we appreciate the
work you do, we appreciate the work you do, but those two are
charged directly with the responsibility of taking care of Mrs. Ri-
vera when she enters the subway system or takes the bus some-
where. And I am interested that she gets taken care of, along with
Miss Smith and Miss Goldblatt and everybody else.

This is important. And I would hope that you take away from
here the need to answer the questions and to get on the ball. You
can’t come back to us again and tell us you haven’t spent money.
You know, there are areas where we allocate money and hope it
doesn’t get spent. This is an area where we allocate money and we
know it has to get spent and we want it to be spent.

And I will not tolerate this part of the panel telling me that that
part, which is on the field, dealing with the issues daily, that they
can’t draw down the money or the support they need.

So take seriously the chairman’s request and the ranking mem-
ber’s request for that report, and do something which is strange for
some of us to do: Don’t think of yourselves as bureaucrats. Think
of yourselves as a team where those two may be in your position
next week and you will be running New York and L.A., and then
you know what they have to go through.

And so, if I sound one-sided, it is because I live in that city, I
know that subway, and because in a couple of hours I will be on
Amtrak back to the city of New York. So I know exactly what I am
talking about. They need your support, and the answers you gave
us today are not acceptable.

Thank you, Mr. Chairman.

Mr. Prick. Thank you, Mr. Serrano.

Mr. Calvert.

ADVICE ON STREAMLINING THE PROCESS
Mr. CALVERT. Thank you, Mr. Chairman.
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Before I get to my comments, I want to thank Jack Eckles, who
is attached to the 358 Civil Affairs Brigade in my district in River-
side, California. Thanks for your service, your service in Iraq. We
appreciate that.

And thank all of you for coming.

I have a list of questions also that I am going to submit to the
record. I have a couple of comments, sharing my colleague’s per-
spective on this.

I think what we need is your advice, Mr. Eckles, and your advice,
Mr. Morange, on how to move forward. And if you could give us
some written responses to the committee on your advice on how
these agencies can better streamline this process, I would rather
hear it from the folks in the field that we possibly can help that
process along.

One of the things I heard was this issue on the historical envi-
ronmental review. I would suspect that public safety trumps histor-
ical environmental review. That is one thing we can do here in
Congress, is, possibly working with the chairman and the ranking
member, get an expedited waiver process in those instances. I am
sure my colleague from New York would agree that, even though
those areas in New York where you have historical significance,
there should be an expedited waiver process if public safety is at
risk. I think the people in New York would go along with that. And
so I think we could be helpful in that process, in trying to move
that process along.

And if we could get, in the field, your advice on how this process
Cﬁuld move faster, we would be very much interested in hearing
that.

And, with that, I am going to submit my questions for the record
and hope to hear back from you all.

Thank you very much.

Mr. PrICE. Thank you, Mr. Calvert.

We have been conferring here, gentlemen, and we think one way
to bring some focus to this and some resolution to it, hopefully,
would be to ask the two of you to come back. And although it has
the effect of shortening the time frame a bit, we have a hearing
scheduled on March the 31st with TSA. And we, of course, will
have other business to conduct that day, but we would like to ask
the two of you to reappear on that day, be available for questions
and to have this material together by that time. We will very
quickly get to you our specifications as to what we want that to in-
clude. So, if that is agreeable with you, we will count on that.

Mr. Eckles, I said I wanted to dissect your case a little further.
And I am not looking so much for more detail as I am a kind of
accounting of where the problem lay with the things you have al-
ready laid out before us.

When Mr. Rogers was raising the questions about FEMA’s dis-
patch—or lack of dispatch in actually getting the money out the
door—we were focusing on the period from the fall of last year
until the present.

However, we, of course, also have a time period of 2 years, from
2006 forward to the fall of last year. And my understanding of most
of what you told us is that that period was occupied with a con-
stant back-and-forth with TSA, not with FEMA. Many of the com-
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plaints that you have had to do with the shifting criteria, the lack
of transparency, and the various frustrations which you outlined
very well.

So I want to just get you to clarify that a bit. We are dealing
with two agencies here. Their roles perhaps intersect in problem-
atic ways. But, to the extent most of these decisions lie with TSA,
I want to make sure we focus on what that problem looks like from
your point of view, and how the process can be improved.

And, Mr. Morange, we would welcome your chiming in any time
you wish.

Mr. EckLES. Would it be helpful if I gave you, like, the 2006
chronology kind of example of how this sequence of difficulties real-
ly goes about?

Mr. PRICE. Yes, very briefly, just to give us a sense of how that
unfolded. Yes, that is exactly what I am asking for.

Mr. ECKLES. Grant guidance comes out, we have 45 days to sub-
mit investment justification. We submit that investment justifica-
tion. 60 days, TSA has a requirement to give us an approval or
nonapproval of our investment justification. That is the first grant
authorization notice, but it doesn’t authorize you to spend down.

Then we go through the haggling process of questions like “what
is meant by multi-agency,” “could you clarify this,” “you are too de-
tailed here,” and it goes back and forth for an interminable amount
of time until we get that second grant authorization that says,
“Okay, we are done, you can spend the money now.”

One of our biggest difficulties is the level of detail they want for
something nobody has committed we are authorized to spend on:
engineering drawings, specifications, a detailed budget of a project
we have never done before. And nobody has the time or the energy
to commit to developing engineering drawings and detailed budgets
with any amount of certainty, which they keep asking for, when we
don’t have the money to afford the people to actually do that. We
have never gone out and specced out this, or we have never gone
0}11(:1 and1 drafted that, yet we are expected to have that kind of level
of detail.

So this haggling and clarification goes back and forth until they
finally settle on something that they will give us a spend-down
grant authorization.

Mr. PricE. Well, let me ask, I am sure you would agree that
there is a certain due diligence which TSA should be exercising. I
mean, even in urgent, emergency situations, we don’t want to
spend money recklessly or in ways that will not achieve the desired
purpose. Yet it also seems very clear that the process you are de-
scribing goes way beyond that, in fact, is pretty dysfunctional in
terms of getting money applied where it needs to be.

What would your suggestions be as to what an appropriate level
of scrutiny is and an appropriate time frame? I know that is a very
general question, but I am asking you to reflect on your experience
and what, in your view, this process really should have looked like.

Mr. EckLES. Well, they don’t have to reinvent the wheel. My
grants administrator that handles my transit security grants works
with the Federal Transit Agency’s grant process. And they have a
Section 5307, which completely streamlines and structures a proc-
ess where, you know, there is no expectation that you have draw-
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ings on your table and that you are going to know exactly where
every penny goes. They say, give us the concept, give us the idea,
and does it fit into the criteria that we are looking for. You either
have the concept and the project idea or you don’t have it. Or if
it needs to be adjusted, that shouldn’t take any amount of time at
all.

But the level of questioning, the level of detail—and, mind you,
the level of questioning and detail is done by an analyst who has
no idea about transit security, has no idea about engineering, but
yet we have to answer these rather inane questions back and forth
and change our grant and rewrite it.

So I would streamline it according to the FTA Section 5307 cri-
teria.

Mr. PRICE. Mr. Sammon, do you have any response?

Mr. SAMMON. Was that 2006, or was that 2009? When were you
refel;ring to, this process of asking for detailed engineering draw-
ings?

Mr. ECKLES. I used the 2006 timeline as an example, but we
have run into that problem in 2007 supplemental and 2008, and we
are on our fourth review in the 2008 right now.

Mr. SAMMON. Well, we will look into those details. But the idea
with the working group is to get the concepts, rank them, score
them, and say, here are the projects that are going to be approved.
This is—I was referring to the $35 million project—and then go
back and get the justification.

After the project has been approved, it is on the books, ready to
go. It is going to go through the hopper, but Ross and anybody else,
any other fiduciary agent, would have to have more than, for in-
stance, the project they refer to a one-line justification for construc-
tion costs.

Mr. ECKLES. Well, we submitted a project that had 54 pages.

Mr. SAMMON. Well, anyway, I don’t have those. We can look into
those things and see what they look like. But the process is de-
signed to get that upfront, get the approval. And that is how we
work with New York. It works very well in New York. It works
very well in most regions. We will look in more detail at Los Ange-
les, but New York is the largest, most complicated one.

Mr. PriCE. Well, I am sure there are differences agency to agen-
cy, but you are not suggesting that Los Angeles’s problems are iso-
lated or unique, are you? I mean, we, after all, have been talking
about aggregate numbers for the most part, right? Aggregate num-
bers, nationwide numbers——

Mr. SAMMON. Yes.

Mr. PRICE [continuing]. Numbers that you would agree are not
acceptable for 2006, 2007, 2008 or even 2005.

Mr. SAMMON. Right. The numbers should be out the door.

Mr. PrICE. All right. So Mr. Eckles does have some, perhaps,
unique circumstances. But on the face of it, it would appear that
these process problems, whatever it is that is creating these inter-
minable delays, are pretty much systemic.

Mr. SAMMON. But, I think the process has been changed to get
as much of that on the front end—to agree on the projects and then
have the justifications come in as the agencies can provide the jus-
tifications. So, it is upfront to say, I would like to train 420 people,



76

or I would like to do a camera system in a subway that is going
to cost $3 million. The regional working group ranks them, tiers
them, and agrees on them. Then, the next step is the investment
justifications have to go in. They have to be at a level of detail that
can pass the test for future audits.

Mr. AsHLEY. Might I add something real quick, Mr. Chairman?
Also, we are, to a large degree, dealing with sins of the past, if you
will, when we talk about the dollars getting out the door. The 2006
processes, as you have heard from both of these gentlemen, were
delayed considerably. The 2007 process was delayed considerably.
What we are seeing now is a bottleneck, if you will, where all of
those dollars are hitting up against a wall in a process to get them
out the door rapidly.

The 2008 process, I would submit, both from FEMA’s efforts and
TSA’s watching what is going on there, has been much improved.
Ehat is why I said we are not completely there, but we are getting

etter.

Also, I just had one quick comment. For the March 31st hearing,
do you want the report prior to that date? We had two different re-
quirements there. Just seeking a little clarification.

REPORT CLARIFICATION

Mr. PrICE. I think we would like the report a day or so in ad-
V}?nce. We know it is a tight time frame but, we need to deal with
this.

Mr. ASHLEY. I agree, sir.

Mr. ROGERS. But, Mr. Chairman, these two gentlemen will be
here? in person to answer any questions we might have on the re-
port?

Mr. PrICE. Yes. That is the intent.

I am not going to prolong this back-and-forth at the moment. I
think we have the picture. We will await your accounting of what
is going on now. But, above all, we aren’t looking for rationaliza-
tion(;1 we are looking for a concrete plan for improvement going for-
ward.

And while we appreciate the chance to look more closely at these
two systems, it seems quite clear that with these drawdown num-
bers, we are not just dealing with isolated problems. Each has its
own peculiarities and particularities, but what we are talking
about goes way beyond that.

Let’s see. Mr. Rogers.
hMr. ROGERS. Mr. Chairman, I don’t think I have anything fur-
ther.

I appreciate the four of you testifying, especially the two gentle-
men from the systems.

I was very impressed with Mr. Morange’s concluding remarks,
where he gives us eight specific recommendations. I like it when
a witness gives us a cure for a problem. And we have not had the
agency people respond to his recommendations, but perhaps they
could do that for the record.

But we appreciate that, Mr. Morange. It was helpful.

[The information follows:]

The eight recommendations from Mr. Morange were outlined in both his written
and oral testimony and were required by Chairman Price and Ranking Member
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Rogers to be addressed as part of the FEMA-TSA report just submitted this week
for the March 31 followup hearing on Rail and Transit Security Grant funding.

And, Mr. Eckles, I think we share your frustration with the proc-
ess, and this chairman I think is determined to make things hap-
pen. And we expect a clarification and complete solution to this
problem on March the 31st when these two gentlemen come back
and give us a report that everything is smoothed out. And if they
can’t tell us that, we will have some questions for them.

Thank you, Mr. Chairman.

Mr. PrIiCE. Thank you.

Mr. Rodriguez.

9/11 ACT PROVISIONS

Mr. RODRIGUEZ. Thank you very much. And I apologize. I had
another meeting, in fact, across the hall.

I have a question that was asked of me to ask Mr. Ashley, and
it is from Congresswoman Lucille Roybal-Allard, who is sick today
and wasn’t able to be here. And she wanted me to see—and I am
going to go ahead and read her question. And it is based on, actu-
ally, trying to get you to compel FEMA to make grant applicants
aware of the responsibility to transit workers under the 9/11 Act.

And the question is that, “The 9/11 Act included several key pro-
visions to safeguard the interest of transit workers. Specifically, it
provided that the recipients of the grant funding should pay a pre-
vailing wage and allow workers to bargain collectively. Unfortu-
nately, FEMA neglected to mention these crucial requirements in
the February 2008 guidance issued to grant applicants. “Will you
take”—you know, according to her—“will you take action to rectify
the error and ensure that the transit security programs are imple-
mented in the way that Congress intended?”

Mr. ASHLEY. Sir, I can tell you that we actually already have.
For the fiscal year 2009 guidance that we put out, we did rectify
that issue. On page 39 of the guidance, we did require that all as-
pects of Davis-Bacon be adhered to for failing to pay prevailing
page rates. So we have dealt effectively with that problem, or that
issue, sir.

Mr. RoDRIGUEZ. Well, thank you for answering Congresswoman
Roybal-Allard’s question and concerns. I don’t have any questions.
I apologize for being late.

AGENCY PERFORMANCE ASSESSMENT

Mr. PrICE. That is all right. We have lots of activity here, and
we appreciate your coming in.

Well, I am going to draw this to a close. We will want to for-
malize the request Mr. Rogers articulated, about explicit responses
for the record to the recommendations actually that both gentlemen
made regarding future improvements.

I want to bring up only one further matter, and it will just take
a minute. It mainly involves a response for the record. But since
I did cite in my statement a figure based on this, I want to circle
back around just for a moment and ask about the evaluation proc-
ess, Mr. Sammon, that TSA undertakes with respect to agency per-
formance.
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For the first time since TSA was formed in 2002 and as part of
the DHS fiscal 2008—2010 performance report, TSA evaluated the
percent of mass transit and passenger rail agencies that were in
full compliance with the industry-accepted Security and Emergency
Management Action Items to improve security.

In total, there were 17 action items, and TSA hoped that 50 per-
cent of these entities would be in compliance. For this evaluation,
you conducted 88 baseline security assessments, covering 48 of the
50 largest mass transit and passenger rail agencies. And on that
basis, you concluded that only 23 percent of the 48 agencies met
the target.

Now, according to TSA, the shortfall reflects thoroughness of as-
sessments which far exceed prior security inspections. In 2009, you
are going to undertake a second assessment and of course, you are
hoping to improve on that performance.

I just want to ask you—and maybe you can respond briefly oral-
ly, but also for the record—I have before me these guidelines, 10
pages of quite straightforward action items, areas that would en-
able one, if you could assess them thoroughly, to come up with
some measure of performance.

[The information follows:]
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TSA/FTA Security and Emergency Management Action Items
for Transit Agencies

Management and Accountability

1. Establish Written System Security Programs and Emergency
Management Plans:

a. Ensure that Security and Emergency Management Plan(s) is/are
signed/approved by senior level management

b. Review plans at least annually and update as circumstances warrant

¢. Ensure the Security and Emergency Management Plan(s) integrate
visibility, randomness, and unpredictability into security deployment
activities to avoid exploitable patterns and to enhance deterrent effect

d. Establish and maintain standard security and emergency operations
procedures {(SOPs/EOPs) for each mode operated, including
procedures for operations control centers

e. Establish plans and protocols that address specific threats from (i)
Improvised Explosive Devices (IED), (ii) Weapons of Mass Destruction,
and (iii) other high consequence risks identified in transit risk
assessments

. Apply security design and crime prevention criteria through
environmental design (CPTED) for major capital construction projects,
system modifications, and procurements

g. Ensure the Security and Emergency Management Plan(s) address(es)
Continuity of Operations

h. Ensure the Security and Emergency Management Plan(s) address(es)
Business Recovery

2. Define roles and responsibilities for security and emergency
management. '

a. Assign Security and Emergency Management Programs to (a) Senior
Level Manager(s)

Page 1 of 10
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b .Maintain a current record of the name and title of the Primary and
Alternate Security Coordinator (includes Security Directors and Transit
Police Chiefs)

¢. Ensure that Security Coordinators report to senior level management

d Maintain accurate contact information for Security Coordinators and
ensure they are accessible by telephonic and electronic.
communications means at all times

e. Ensure that management defines and delegates security duties to front
line employees

f. Ensure that security and emergency management plan(s) is/are
distributed to appropriate departmental personnel in the organization

g Hold regular senior staff and middle management security coordination
meetings

h Hold informational briefings with appropriate personnel whenever
security protocols are substantially updated

1. Establish lines of delegated authority/succession of security
responsibilities and inform personnel

3. Ensure that operations and maintenance supervisors, forepersons,
and managers are held accountable for security issues under their
control

a. Hold regular supervisor and foreperson security review and
coordination briefings

b. Develop and maintain an internal security incident reporting system

c. Ensure that a Security Review Committee (or other designated group)
regularly reviews security incident reports, trends, and program audit
findings, and makes recommendations to senior level management for
changes to plans and processes

4. Coordinate Security and Emergency Management Plan(s) with local and
regional agencies

a. Coordinate with Federal and State governmental entities associated
with public transportation security ( example: STSI Area Office, State

Page 2 of 10
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Office of Homeland Security, FTA Regional Office, JTTF, Office of
State Safety Oversight etc) in the regional area of the transit agency

b. Ensure consistency with the National Incident Management System
(NIMS) and the National Response Plan (NRP)

c. Establish Memorandums of Agreement or Mutual Aid Agreements with
local government, fire, police and other entities with shared
infrastructure {(example: other transit agencies or rail systems)

d. Maintain communications interoperability with first responders with
security responsibilities in the transit system’s regional area

Security and Emergency Response Training

5. Establish and Maintain a Security and Emergency Training Program

a. Provide ongoing basic training to all employees in i) security orientation/
awareness and ii) emergency response

b. Provide ongoing advanced i) security and ii) emergency response training
by job function, including actions at incremental Homeland Security
Advisory System (HSAS) threat advisory levels, to:

o Field Supervisors
o Controllers/Dispatchers
o Fare Inspectors
o Law Enforcement personnel
o Operators
o Maintenance personnel
= Field personnel
= Vehicle personnel

c. Provide ongoing advanced security training programs for transit
managers, including but not limited to CEOs, General Managers,

Page 3 of 10
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Operations Managers, and Security Coordinators (includes Security
Directors and Transit Police Chiefs)

d. Regularly update security awareness, emergency response, and
counterrorism training materials to address (i) Improvised Explosive
Devices, (ii) Weapons of Mass Destruction and (iii) other high
consequence risks identified through the transit agency's system risk
assessments

e. Ensure that security training programs reinforce security roles,
responsibilities, and duties of employees, and ensure proficiency in their
performance.

f. Ensure security training programs emphasize integration of visible
deterrence, randomness, and unpredictability into security deployment
activities to avoid exploitable patterns and heighten deterrent effect

g. Establish a system that records personnel training in i) security and ii)
emergency response

o Initial training
o Recurrent training (periodic, refresher)

o Establish and maintain a security notification process to inform
personnel of significant updates to security and emergency
management plans and procedures

Homeland Security Advisory System (HSAS)

6. Establish plans and protocols to respond to the DHS Homeland Security
Advisory System (HSAS) threat levels

a. Security and emergency management plans and procedures shouid
identify incremental actions to be implemented at each HSAS threat level

b. Exercises should test implementation of the preventive measures for each
HSAS threat level, including random application of security measures

Page 4 of 10
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Public Awareness

7. Implement and Reinforce a Public Security and Emergency Awareness
program

a.

Develop and implement a public security and emergency awareness
program

Prominently display security awareness and emergency preparedness
information materials throughout the system (e.g., channel cards, posters,
fliers)

Incorporate general security awareness and emergency preparedness into
public announcement messages (security messages and evacuation
procedures)

o [n stations (electronic message boards, voice)
o On board vehicles

Post security awareness and emergency preparedness information on the
transit agency website

E